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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT

The Board presents its report and the Group’s audited financial statements for the year ended
31 March 2023.

Principal activities
The following table summarises the companies in the Group (‘Hastoe’) and their principal activities:

Company Principal Activity Legal Status

Hastoe Housing Association | Provision of homes and services to meet the | Registered Social

Limited (“Hastoe HA”) needs of people who are homeless or poorly | Housing Provider
housed.

Hastoe Capital plc Borrowing vehicle, providing funding to | Unlisted Public Limited
Hastoe Housing Association Limited. Company

Hastoe Homes Limited Provision of design and build services to | Company Limited by
Group companies. Shares

Sustainable Homes Limited | Development and sale of homes on the open | Company Limited by
market. Shares

On 24 January 2023, Lowen Homes Limited was dissolved. Lowen Homes Limited had previously been
dormant and was dissolved to simplify the Group structure.

Hastoe HA does not provide any form of guarantee to any of the unregulated companies in the Group.
Hastoe HA has provided Sustainable Homes Limited with a £15m revolving loan facility. The facility
attracts a commercial rate of interest and is secured by a floating charge.

Objectives and Strategy

Hastoe is defined by its strong commitment to rural communities and to environmental sustainability.
The Board sets and monitors delivery against its strategic ambitions, which are to:

o Deliver high-quality services for our residents that meet their needs;

e Investin and maintain, safe, energy-efficient homes;

e Develop in rural areas to support the sustainability of rural communities;
¢ Run a professional, efficient organisation and be an excellent employer.

Hastoe was formed in 1962 and in the early years managed predominately urban homes. From the
1990s onwards, Hastoe’s strategy shifted to focus on building in rural communities. As a consequence
of this specialism, the Group operates across a wide geographical area. Hastoe has developed a track
record of managing and building high quality homes that meet the needs of its many and varied local
communities.

Hastoe is committed to building energy efficient new homes and to retrofitting its existing homes. The
development programme aims to provide much needed, affordable rural homes, whilst also balancing
the Board’s aim to strengthen Hastoe’s financial resilience.

Hastoe has a long-standing commitment to resident engagement and reviews its services on a regular
basis with the aim of improving customer service. Hastoe was an early adopter of the National Housing
Federation’s (NHF) Charter ‘Together with Tenants’ that aims to ensure housing associations and their
Boards are accountable to residents.

Hastoe retained its Investors in People (liP) Gold accreditation in 2022. The Board’s ambition is to be
an excellent employer to enable Hastoe to attract and retain high performing staff.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Operating environment

The economic fallout from the invasion of Ukraine exacerbated the existing impacts of the Covid-19
pandemic and Brexit, resulting in a period of extended high inflation and increasing interest rates. The
sharp rise in costs, and in particular energy and food costs, have led to a cost-of-living crisis that has
disproportionally affected those on the lowest incomes.

After peaking at 11.1% in October 2022, the Consumer Price Index (CPI) for July 2023 fell to 6.8%.
The wholesale price of gas and electricity has fallen since the peaks in 2022, which were driven by
conflict in Ukraine. While food price inflation remains at a historically high level, this has begun to
reverse, decreasing from 17.4 % in June 2023 to 14.9% in July 2023. However, inflation in other areas
of the economy such as hospitality has contributed to CPI falling less quickly than many forecasters
had anticipated. In August 2023, the Bank of England (BoE) forecast that CPI would drop to 5% by the
end of 2023 and return to the target level of 2% by mid-2025.

In response to the cost-of-living crisis, in August 2022, the Government launched a consultation on
social housing rents which proposed a ceiling on the maximum increase that could be applied. While a
rent cap reflected a departure from the CPI +1% policy set out in the 2020 Rent Standard, without this
intervention, rents could potentially have been increased by up to 11.1% from April 2023. In November
2022, the Government announced that the maximum permissible rent increase for existing tenants, on
Social or Affordable rents, would be limited to 7% between 1 April 2023 and 31 March 2024. The Board
decided that increasing Social and Affordable rents by 7% represented a reasonable balance between
ensuring rents remained affordable for tenants and preserving the financial viability of the Group. The
Board also agreed to voluntarily cap Hastoe’s shared ownership rent increases at 7%.

With inflation expected to remain high in the remainder of 2023, there is uncertainty as to whether or
not another rent cap will be imposed in 2024. In addition, the current Rent Standard, which permits
rents to increase by up to CPI + 1%, comes to an end in 2025 and there is uncertainty as to the rent
regime that the Government will implement after this time. The Board is conscious that Government
policy can change and so it has considered the effect of differing levels of rent and cost inflation as part
of the stress testing of its financial plan.

The Board is very aware of the financial difficulties facing its customers and as a result has set up a
fund to help residents who may experience hardship and provides staff who offer welfare and benefit
advice. The Board is monitoring the position closely and receives regular reports on rent arrears. At 31
March 2023, the rent arrears of Hastoe tenants and shared owners stood at 2.6% and 1.9% of rent
charged, respectively (2022: 2.4% and 1.2%, respectively).

In an attempt to control inflation, since December 2021, the BoE has raised the bank base rate on
fourteen occasions, from an historic low of 0.1% to 5.25% in August 2023. Despite economic
headwinds, the labour market has been resilient, with unemployment remaining relatively low at 3.9%
in the quarter ended 31 March 2023. The BoE expects unemployment to rise slightly over the next two
to three years, reaching 4.8% in 2026.

According to the Nationwide Building Society, “House prices fell by 5.3% in August compared with the
year before, their biggest annual decline since 2009”. It said higher borrowing costs for buyers had led
to a slowdown in activity in the housing market. In general, the demand for Hastoe’s shared ownership
properties has continued to be robust, with only a small number of properties, in particular markets,
remaining in stock for an extended period of time. A review for potential impairment on these units
concluded that no provision was required. The Board remains mindful of sales risk and has previously
reduced Hastoe’s development programme and exposure to open market sales.

The Building Safety Law received Royal Assent in April 2022 and aims to deliver a new safety regime
and accountability structure, particularly for higher risk high-rise buildings. The Law also provided for a
New Homes Ombudsman scheme to resolve disputes between developers and consumers. Hastoe
owns four buildings over 18 metres tall, none of which are clad with aluminium composite material, and
has received no findings of maladministration from the Ombudsman.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

The Fire Safety Act came into force in May 2022 and clarified that the Regulatory Reform (Fire Safety)
Order 2005 applies to the structure and external walls and any common parts of any building containing
two or more sets of domestic premises. Further Fire Safety Regulations came into effect in January
2023 and introduced the requirement for ‘Responsible Persons’ on residential buildings over 11m.
Responsible Persons are required to ensure that annual checks of flat entrance doors and quarterly
checks of all fire doors in the common parts are undertaken.

The measures in the Social Housing Regulation Bill, which was introduced in 2022, stem from the
concerns raised following the tragic fire at Grenfell Tower in 2017 that have been reinforced since by a
number of highly publicised failings by social landlords. The Bill seeks to improve the position of tenants,
defining and introducing further obligations on landlords through increased regulation. The proposed
changes will require the appointment of a health and safety lead, place the Housing Ombudsman’s
Code of Practice into law, require that social housing managers gain professional qualifications, and
introduce “Awaab’s Law” which requires social landlords to address damp and mould within strict time
limits.

The Bill provides the Regulator of Social Housing with a broader remit and powers to inspect and
intervene on consumer related matters. The new Consumer Standards include a set of Tenant
Satisfaction Measures (TSMs) that are intended to enable residents to scrutinise their landlord, hold
them to account, and provide a source of intelligence to the Regulator as to whether landlords are
meeting the regulatory standards. The TSMs take effect from 1 April 2023 and will be first reported in
2024.

The Government has consulted on reforms to national planning policy and changes to the National
Planning Policy Framework (NPPF). Revisions to the NPPF, together with associated guidance on local
housing need and the housing delivery test (HDT) are anticipated in 2023. Public consultations on
further aspects of policy and practice relating to the Levelling-up and Regeneration Bill (LURB) are also
expected during 2023. The LURB includes a proposed Infrastructure Levy (IL) that is intended to replace
the current Community Infrastructure Levy, Section 106 and affordable housing developer contributions
with a single flat-rate levy based on the final sale values of a development.

In December 2022, a panel of independent experts published a Better Social Housing Review. One of
the key findings was that there is currently no comprehensive, consistently measured picture of the
state of social housing across the country. Different housing associations have varying approaches to
auditing their stock and expressing data. It has been suggested that housing associations should work
together to undertake a comprehensive national audit of social housing, adopting and applying the new
HACT UK Housing Data Standards right across the sector.

The ‘Future Homes Standard’ aims to ensure low carbon heating and world-leading levels of energy
efficiency for all new build homes by 2025. It is designed to be a stepping stone to achieve a target, set
in law, to bring all the UK’s greenhouse gas emissions to net zero by 2050. Hastoe has been building
energy-efficient homes for many years and in 2021 launched the Hastoe New-Build Standard which is
designed to meet the anticipated Future Homes Standard and illustrate how rural housing associations
are already leading the way on standards relating to energy efficiency, quality and design.

The Government’s 2019 manifesto committed £3.8bn to a Social Housing Decarbonisation Fund
(SHDF) over a 10-year period. The aim of the SHDF is to provide funding to encourage and enable
social housing providers to conduct retrofitting work and help them achieve their decarbonisation
ambitions. Specifically, it seeks to ensure that a significant amount of the social housing stock that is
currently below EPC C is brought up to that standard. The first wave of funding was offered to local
authorities in 2021. The second wave of the funding was available for housing associations to bid
directly and was launched in 2022. Approximately 75% of Hastoe’s rented properties are rated as EPC
C or above. The Board is aiming for all its rented properties to meet a minimum of EPC C by 2030.

The Board will continue to monitor the economic and political indicators and their effect upon investor
and consumer confidence. In accordance with any changes, the Board will review the business plan
and strategy to determine the appropriate responses.
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Hastoe Housing Association Limited

Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Risks and uncertainties

Risk assessment

Risks that may prevent the Group achieving its objectives are considered and reviewed regularly by the
Board and senior staff as part of the business planning and performance management processes. The
Board considers the following to be the major risks to successful achievement of its objectives.

Key risk

Description and risk mitigation

Landlord Health &
Safety

Failure to meet health & safety responsibilities resulting in injury or death.

The Board reviews a series of health & safety performance indicators, including
category 1 or 2 hazards under the housing health and safety system, such as
serious cases of damp and mould. The Board also approves an annual health &
safety policy and statement. The Group employs specialist external consultants
to support an experienced staff team. Further assurance is provided by a
programme of independent internal audits and compliance tests.

Rent Controls

Political or economic changes, potentially as a result of the cost of living crisis,
result in controls on social rents that are less favourable than the current
expectation of increases being capped at the consumer prices index plus 1% until
2025.

The Board reviews the financial plan, and associated stress testing, to gain
assurance of the Group’s long-term financial viability.

Customer Service and
Repairs Contractor
Delivery

Poor performance of repair contractors and delays in resolving customers’
issues, results in a low level of customer satisfaction.

Hastoe has invested in its housing management system and digital services.
New repairs contractors are being mobilised with the aim of improving the repairs
service and making it more resilient. The Board has set stretching targets to
enhance the customer experience.

Inflation /
Procurement costs

Significant increases in procurement costs due to supply chain issues, labour
shortages and rising inflation.

The Board reviews the financial plan, and associated stress testing, to gain
assurance of the Group’s financial viability in a variety of high inflation scenarios.
The Board can also delay or reduce its development programme, if rising costs
result in investment hurdle rates not being met.

Recruitment and
Retention

The tight employment market results in an inability to attract and retain highly
skilled and engaged employees. This has a detrimental effect upon the Group’s
ability to meet its strategic aims and operational needs.

The Board'’s business strategy contains an objective to be an excellent employer.
The Association retained Investors in People Gold in 2022 and has high levels of
staff satisfaction. The Board approved additional resource in the budget to allow
the Human Resources team to provide a more proactive approach to identifying
potential recruits.

Cyber Security

A cyber-attack results in an inability to provide or access services for extended
period of time, potentially impacting the viability of the Group, and/or a loss of
customer or staff data that results in reputational damage and a regulatory
censure or fine.

The Audit & Risk Committee receives a regular report on the status of the Group’s
IT security. Regular phishing tests are conducted and relevant training provided
to staff. Further assurance is provided by regular third party cyber security testing
and a recent internal audit.

The Board monitors emerging risks and adapts its plans accordingly to remain within its risk appetite.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Financial review
Income and Expenditure

The following table provides a summary of the Group’s results and associated financial indicators over
the last five years:

For the year ended 31 March 2022 2021 2020

£000 £000 £000
Total Turnover 34,957 33,736 31,598 34,072 32,754
Income from social housing lettings 31,543 30,140 29,356 28,597 28,402
Surplus on first tranche and open market property
sales 423 275 153 510 371
Gain on disposal of properties 2,644 2,234 1,166 1,026 1,685
Operating Surplus 16,819 14,899 14,415 12,472 14,061
Net interest costs (11,436) (11,324) (11,328) | (10,996) | (11,296)
Movement in fair value of investment properties 227 52 - - -
Surplus Before Tax 5,610 3,627 3,087 1,476 2,765
Operating Margin 48% 44% 46% 37% 43%
Operating margin on social housing lettings 43% 41% 45% 38% 44%
Interest Cover* 1.8 1.7 1.6 15 1.6
EBITDA MRI Interest Cover** 1.3 1.6 11 1.3 1.1

* Operating surplus before property depreciation and grant amortisation divided by interest payable (excluding capitalised interest)
less interest receivable.
** Earnings Before Interest Tax Depreciation and Amortisation, with capitalised Major Repair costs Included (excluding gains on
disposal of properties).

The Group generated a surplus for the year of £5.6m (2022: £3.6m) at an operating margin of 48%
(2022: 44%). The increase in the surplus for the year was driven by rent inflation, an increase in the
gain on disposal of properties and the receipt of backdated feed-in-tariff payments on the Group’s photo
voltaic panels. Excluding the gain on the disposal of properties, the operating margin increased to 42%
(2022: 38%).

The increase in the turnover from social housing lettings to £31.5m (2021: £30.1m) was due to inflation
linked rent increases, with very little contribution from newly built homes, as a consequence of the low
levels of development activity in the last few years. Operating costs on social housing lettings remained
fairly stable, rising by 2% in the year. This masks a fall in the level of major repairs expenditure on
revenue items, which was offset by the reversal of a fire safety related impairment charge that had
benefited the prior year. As a result, the operating margin on social housing lettings rose to 43% (2022
41%).

The level of EBITDA MRI interest cover was 1.3 times (2022: 1.6 times). The 2022 comparative was
affected by the release of a provision for fire safety remedial works. Excluding the impact of the release
of the provision, the EBITDA MRI interest cover was 1.3 times in 2022.

The development programme was expected to pick up in the year, after the various delays that stemmed
from the lockdown restrictions. However, the increase in cost inflation and uncertainty over the extent
of government intervention on rent setting led to a Board decision to temporarily slowing down the
Group’s development programme during the year. As a result, the number of completed new build
homes was below target and, consequently, the level of first tranche sales remained relatively low.
Turnover from first tranche sales was £1.3m (2022: £1.5m) and generated an improved margin of 32%
(2022: 16%). There were no open market sales in the year.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Statement of Financial Position

The following table summarises the Group Balance Sheet and associated financial indicators over the
last five years:

For the year ended 31 March 2023 2022 2021
£°000 £000 £000
Fixed assets at cost or valuation 431,110 | 426,316 | 422,449 417,037 417,660
Net current (liabilities) / assets (3,468) 23 10,684 12,651 17,635
Total assets less current liabilities 427,642 | 426,339 | 433,133 429,688 435,295
)C/:nglltors and provisions - over one 355,860 | 359,872 | 370,736 368,839 378,411
Revenue reserve 71,782 66,467 62,397 60,849 56,884
427,642 | 426,339 | 433,133 429,688 435,295

Ili\I;t:iliggst* . total assets less current 50% 50% 48% 50% 50%
Debt ** per unit owned £29,637 | £30,330 | £31,247 | £31,955 £32,757
Debt *** : revenue 6.3 6.7 7.3 6.9 7.3
Liquidity *** 0.8 1.0 1.7 19 2.2
Total units owned and managed 7,769 7,737 7,681 7,669 7,630

* Qutstanding principle amount less cash

** Qutstanding principle amount

*** Debt and related amounts

*% Current assets divided by current liabilities

Completed properties are carried in the balance sheet at a net book value of £411m (2022: £408m).
The Group grew rapidly in the fifteen years until 2018, funded by increased borrowings, grant and the
investment of Hastoe’s reserves. Over the last five years, a change of strategy has resulted in lower
levels of development. Despite this, it remains the case that around half of Hastoe’s social housing has
been built since the turn of the century.

Gearing levels have either remained relatively stable or fallen over the last five years, dependent upon
the measure used. The increase in the debt to revenue measure of gearing in the 2021 financial year
was as a consequence of a comparatively low level of first tranche sales income in that year. Scheduled
loan repayments of £56m were made in the year, reducing the Group’s drawn debt to £221m (2022:
£225m).

Net current assets fell during the year due to the utilisation of £8m of cash and short-term investments
to fund development and the £5m scheduled loan repayments.

Pension costs

The Group participates in the Social Housing Pension Scheme (SHPS). In 2013, the Group closed its
SHPS final salary scheme, thus eliminating any uncertainty arising from future service pension liabilities,
although the liability for past service remains. A formal valuation of the SHPS was performed at 30
September 2020 and the results are shown in note 29. A SHPS defined contribution scheme remains
available to existing and new members of staff.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Treasury management

The Group’s treasury policy is approved annually by the Board. In managing its treasury operations the
Group’s strategic aim is to minimise the cost of funds at an acceptable level of risk and ensure the
effective and efficient use of financial resources.

At the year end, the Group had committed debt funding of £258m. Available liquid resources of £41m
(cash holdings of £4m and undrawn loan facilities of £37m) are sufficient to meet the Group’s committed
expenditure, as set out in note 24. The Group’s drawn debt has limited refinancing risk with only around
20% of the Group’s debt maturing within the next ten years. The undrawn loan facility of £37m is
committed until 2025. At the year end, Hastoe Capital plc held £50m of retained bonds.

The Group borrows at both fixed and floating rates of interest. At the year end, 95% of debt was fixed
rate and 5% floating rate. The Group has not entered into any stand-alone swap agreements.

The Group’s treasury policy sets out prudent criteria for counterparties from which it borrows, enters
into other financial arrangements or deposit funds. The Group borrows and lends only in sterling and
S0 is not exposed to currency risk.

Loan covenants are based on interest cover, gearing ratios and asset cover. The Board has put in place
a number of ‘golden rules’ that provide a risk buffer to protect covenant compliance. Covenants are
monitored regularly, by the Executive Team and Board, and were met throughout the year.

In December 2022, Moody’s Investor Service reconfirmed the Group’s A3 credit rating, with a negative
outlook.

Development

After a period of sustained growth, the Board decided around 5 years ago that Hastoe should
consolidate its financial position and limit its development ambitions for the foreseeable future. The
Board also considered that changes in the external environment meant that the balance of risks had
changed to the extent that the Group’s exposure to open market sales should be limited to a small
number of sales on rural exception sites or similar. As a result, the Group sold one of its two open
market led sites and has converted the other to an entirely affordable scheme.

The core of the Group’s development programme is rural exception sites, although this is supplemented
by small number of homes purchased direct from developers, as part of section 106 obligations,
provided they meet Hastoe’s quality standards. The Group’s risk appetite for open market sales is
limited to the occasional small number on rural exception sites, although there are currently no open
market units in the pipeline.

There has been continued good demand for the homes that the Group has built and at the year end
there were seven unsold shared ownership homes in stock, only two of which had been available for
sale for more than six months. There were a further two homes held in stock that are being sold to a
local authority.

Cash spent on new homes amounted to £8m during the period, financed through existing cash
balances, grants and operating cash generated. The volume of starts on site and completions in the
year were lower than targeted due to a decision to slow down development, as cost inflation increased
and whilst there was uncertainty over the introduction of the rent cap.

Performance indicator 2022/23 2022/23 2021/22
actual units = target units actual units
New Homes - starts on site 46 103 31
New Homes — completed 34 56 60
Sales — shared ownership first tranche 9 18 15
Sales — open market sales ; . 1
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

Value for Money

Hastoe’s commitment to value for money is driven by an awareness of the responsibility to use its assets
and resources wisely, to protect its long-term future and to manage and build high quality, energy
efficient homes, that meet the needs of its many and varied local communities.

The Board uses the measures, and associated targets, set out in the table below as part of its
assessment of the Group’s achievement of value for money. The VFM targets are derived from the
Board approved financial plan.

VEM

2022/23 2021/22 VFM Target Top Median

outturn outturn Target Vot Quartile
Reinvestment 2.7% 2.3% > =8.6% X 8.6%!? 6.5%!
New Supply Deliver - Social 0.6% 1.1% >=1.5% X 21%1' | 1.4%!
gﬁgm Supply Delivered - Non- | 5, 00% |>=00% | v | 0.09%' | 0%t
Gearing 52.9% 53.4% <=53% v 53.1%? 44.1%?
Debt : Revenue 6.3 6.7 <= 6.7 v - 4.0
EBITDA MRI Interest Cover 132% 162% >=128% v 198%? 146%?
Social Housing Interest Cover 114% 106% >=112% v - 131%
Operating Margin * 41% 38% >=39% | v | 25.4%' | 20.5%!
ﬁff;ﬁténﬁettingfrgm on  social | 434, 41% | >=41% | Vv | 285% | 23.3%:
Net Margin * 9% 4% >= 6% v - 18.5%1"
(RReCt)u(;rl\E) on Capital Employed 3.9% 3.5% o= 3.50 v 3.9%L 32041

1 Regulator of Social Housing: Global Accounts including value for money metrics and reporting 2022

* Excluding the gains from the disposal of properties
** Mean average

Hastoe does not distribute dividends to shareholders. The surplus made each year is reinvested in
existing homes or used to build new homes. The level of reinvestment, funded by the surplus, debt and
grant, was equivalent to 2.7% of the cost of the Group’s existing assets (the prior year comparative was
3.3% excluding the effect of a reversal of a provision for fire safety remedial works). This was well below
the median rate for the sector, and the target set for the year, primarily as a result of the decision to
temporarily slow down the development programme in the year, due to increased cost inflation and
uncertainty over the introduction of the rent cap. For the same reason, the number of homes owned by
Hastoe grew by only 0.6%, below the target of 1.5%.

Hastoe has built a significant portion of its social housing over the last fifteen years and, as a result,
accumulated comparatively high debt levels. The result is relatively low interest cover ratios and
relatively high gearing ratios. The Group’s ratio of debt to revenue fell slightly in the year to 6.3 times
but remains significantly higher than the average for social housing providers at 31 March 2022 of 4.0
times.

The ability to meet the interest costs, as measured by EBITDA MRI interest cover, was 132% in the
year, which was slightly above target. The prior year figure of 162% included the release of a provision
for fire safety remedial works, excluding this effect the comparative EBITDA MRI interest cover was
129%. The ratio remains below the median for the sector of 146%!, due primarily to Hastoe’s
comparatively high level of debt.
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Hastoe Housing Association Limited
Year ended 31 March 2023

STRATEGIC REPORT (CONTINUED)

The Board also monitors social housing interest cover, as a measure of the ability of its lower risk
activities to cover interest costs. This measure increased in the year to 114% (2022: 106%), due mainly
to the impact of the inflation linked rent increases. This also contributed to the increase in the net
margin to 9% (2022: 4%), which was above the 6% target.

The Group’s high operating margins strengthens Hastoe’s ability to continue to service its debt and
remain financially viable in a wide-range of forecasted stressed scenarios. The operating margin
(excluding the gains from the disposal of properties) of 41% compares favourably with the upper quartile
performance in the housing sector of 25.4%?.

Return on Capital Employed (ROCE) measures the efficiency of the use of capital resources and is
derived from dividing the operating surplus by total assets less current liabilities, then expressed as a
percentage. The Group’s ROCE increased to 3.9% (2022: 3.5%) and was in line with the upper quartile
ROCE for the social housing sector in 2021/22. This performance is due to the Group’s high operating
margin and despite the relative newness of Hastoe’s social housing, which therefore has a relatively
high cost. Around half the Group’s social housing has been built in the last twenty years.

The combination of relatively high levels of debt and high operating margins has meant that the Group
has been effective in maximising its borrowing capacity to deliver against its ambitions. The Board still
wishes to meet housing need by building new high quality social housing. However, for the foreseeable
future, development will be at modest levels, whilst Hastoe looks to further improve its financial
resilience. The Board has targeted to increase the amount of Hastoe’s social housing by an average
of 2% per year (1.5% - median rate for the sector?) over the next three years, whilst increasing the net
margin (excluding the gains from the disposal of properties) to 14% by 2025/26.

Return on Assets

The Group appraises the returns of its assets, along with their strategic fit. Informed decisions are then
made about whether stock should be retained, refurbished, converted to a different tenure or sold.

Hastoe’s build costs are comparatively high, due to its focus on high quality and sustainability standards.
Fuel poverty is often higher in rural areas than in urban areas, particularly in rural areas off mains gas
supply. In addition, rural build sites are often small scale and require extra design specifications to
blend in with their surroundings. These higher costs are offset by lower land costs — on exception sites
the value is at an enhanced agricultural value rather than full residential values seen within development
boundaries. Effective procurement ensures that build costs are minimised.

In line with the Group’s strategic ambition, Hastoe builds its new properties to high environmental
standards. The Hastoe New Build Standard demonstrates how quality affordable housing can be built
within a constrained budget. The Standard contains eight elements including energy efficiency,
beautiful design, quality control and environmental impact.

A product of Hastoe’s relatively new housing stock and its high build standards is that around 75% of
Hastoe’s rented homes have an energy performance certificate rating of C or above. Hastoe has set a
plan to increase the percentage of rented homes that are EPC C or above by a further 5% a year by
accessing available grants and tailoring its investment programme to meet this aim.

EPC rating %
1%
39%
36%
20%
3%
G 1%

~mgo0|m| >
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The table below sets out Hastoe’s energy consumption and associated carbon emissions, as defined
by the UK government’s streamlined energy and carbon report (SECR) regulations. Although Hastoe
is not required to comply with the SECR, it chooses to disclose the data below on a voluntary basis.
From the data available, these figures represent the carbon emissions associated with the Group’s
consumption of natural gas, electricity and transport fuel. The methodology uses the Defra (2022)
Conversion Factors in line with Environmental Reporting Guidelines (2019).

Year to 31 December 2022

Energy consumption 775,618 kWh
Scope 1 - emissions from gas used at offices, from fuel used by 24.19 tonnes CO»e
in-house maintenance vehicle, by gas used in communal areas ) z

Scope 2 — electricity purchased for offices and communal areas 124.99 tonnes COze

Scope 3 - business mileage that occurs in employee-owned 45.71 tonnes COze
vehicles

Intensity ratio kgs / tCOz2e 30.09 kgs CO2e per home managed

18.9 kgs CO2e per m2 Office only

The Board has decided to dispose of Hastoe’s small portfolio of tower blocks, as these properties do
not reflect Hastoe’s rural specialism and the increasing regulation of these properties may mean that
they can be more efficiently managed by other housing providers with a greater proportion of similar
buildings. Hastoe also disposes of a small number of void units each that meet set criteria. The
proceeds of the sales are reinvested to support the development of new rural affordable homes.

The Board has reviewed the level of investment required to maintain the Group’s housing stock. The
data, assumptions and lifecycles have been independently verified by a third-party consultancy. The
required level of investment has been reflected within the Group’s long term financial plan.

Service Performance and Costs

The key operational indicators used by the Board and executive management to monitor achievement
of the Group’s objectives are set out below. The Board agrees targets each year that are designed to
manage performance and deliver continuous service improvement.

Performance indicator 2022/23  2022/23 Benchmark @ 2021/22
outturn target (where available) | outturn
Customer satisfaction 50% 75% 85062 megl;}red
i i Not
Customers feel safe and secure in their homes 78% 75% - neneared
On-line transactions 72% 40% - 38%
Urgent repairs completed on time 87% 95% - 85%
Re-let times (excluding major works) 29days | 20 days 55 days ! di;g/s
Current tenant rent arrears — general needs 2.6% 2.3% 29041 2.4%
Current rent arrears — shared ownership 1.9% 1.2% - 1.2%
Complaints responded to within 10 working days 36% 80% - 41%
Gas safety compliance 99.96% 100% 100%!* 100%
Homes meeting the Decent Homes Standard 100% 100% - 100%

1 Housemark all traditional housing associations benchmarking 2021/22 (reported extracted 15 August 2021) - median
2. Housemark: Sector Scorecard Analysis report 2022 (general needs and housing for older people)

A satisfaction survey, conducted by an independent firm in 2022, using the STAR methodology, found
that whilst 78% of Hastoe’s customers felt that their home was safe and secure, only 50% were satisfied
with the service Hastoe provided. The Board recognised the main finding of the survey that Hastoe’s
repairs service needed to improve. Since the survey, the Group has ended its relationship with two
under-performing repairs contractors and entered into contract with six new repairs contractors.
Hastoe’s operating area is now covered by nine contractors, thus building in more resilience should a
contractor’s performance not meet expectations.
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Three other Board targets were also adversely affected by the poor performing repairs contractors: the
percentage of urgent repairs completed on time, re-let times and the percentage of complaints
responded to within 10 working days. The volume of complaints due to overdue repairs increased
significantly in the winter period to the extent that Hastoe did not have the capacity to respond to the
targeted percentage within 10 working days. The new repairs contractors and additional staffing
resource, to proactively manage repairs orders, has resulted in a sharp drop in complaints post year
end. Regular reports on progress in improving the repairs service are being monitored by the Board.

Further development of Hastoe's digital services has helped increase the proportion of on-line
transactions to 72% of customer contacts. The figure reported in 2021/22 and the target for 2022/23
were based on a previous methodology that under reported on-line transactions, as multiple on-line
transactions by a customer in a month were only counted as one interaction.

The Group’s current tenant arrears performance deteriorated slightly in the year to 2.6% but remains
better than the median performance in the sector. Shared ownership arrears also increased in the year
to 1.9%. The financial pressures on Hastoe’s residents, brought about by the cost of living crisis, has
contributed to both arrears metrics being above the target set by the Board. Hastoe continues to support
its residents to pay their rents and, during the year, employed a third dedicated member of staff to
provide welfare benefit advice.

Where applicable, all Hastoe’s homes met the Decent Homes Standard and all but one property had a
valid gas safety certificate at 31 March 2023. The outstanding gas safety certificate was 4 days overdue
at the year end and was completed on 4 April 2023. All reasonable steps had been taken to complete
the service on time.

Social housing margin and costs 2022/23 2021/22 Mean *
outturn outturn

Social housing lettings operating margin 42.5% 40.7% 23.3%!
Social housing cost per unit £3,161 £2.284 £4.6421
Management cost per unit £629 £653 £1,107*
Maintenance cost per unit (including capitalised .
repairs) £2,070 £1,202 £2,292
Service charge cost per unit £295 £285 £6981

1 Regulator of Social Housing: Global Accounts including value for money metrics and reporting 2022
* Based on aggregated consolidated group data

The Group’s social housing operating cost per unit and margin compares favourably with the top quartile
for the sector?, driven by a low management cost per unit. The Group’s management model provides
an efficient and economic response to the dispersed nature of its stock.

Hastoe’s maintenance cost per unit was slightly below the sector median. In the prior year, the
maintenance cost per unit was distorted by the inclusion within capitalised repairs of a reversal of a
provision for fire safety works. The reversal of the provision led to a reduction in the reported level of
capitalised repairs. Excluding the provision, the prior year social housing cost per unit and maintenance
cost per unit were £3,050 and £1,968, respectively. Over the long term it is forecast that Hastoe’s
maintenance costs will be around the sector median.
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Value for Money Plans

The Board’s business strategy is underpinned by the following set of VFM targets for the next three
years:

2023/24 2024/25 2025/26

EBITDA MRI* interest cover 132% 142% 150%
Social housing interest cover 121% 128% 138%
Operating margin ** 39% 40% 42%
Operating margin on social housing lettings 41% 43% 45%
Net margin ** 9% 12% 14%
Gearing 50% 48% 50%
Gearing (debt / revenue) 6.0 5.7 5.8

New supply delivered (social housing) 1.5% 3.1% 1.9%
New supply delivered (non-social housing) 0% 0% 0%

Reinvestment 8.5% 8.2% 7.4%
Return on Capital Employed 3.7% 3.5% 3.8%

* Earnings before interest, tax, depreciation and amortisation, with capitalised major repairs costs included.
** Excluding the gains from the disposal of properties

The aim is to increase Hastoe’s financial resilience whilst:

e  Continuing to build high quality social housing for rural communities by starting on site with 100
homes by March 2024 (106 starts on site 2025, 101 starts on site 2026).

e Increasing customer satisfaction to 65% by March 2024 (70% in 2025 and 75% in 2026).

e Investing in existing homes so that 80% of rented properties are EPC C or above by March 2024
(85% in 2025 and 90% in 2026)

e Maintaining staff satisfaction levels above 90% during 2024, 2025 and 2026.

Achieving VFM is an ongoing process and the Board recognises its responsibility to drive continuous
improvement in the use of the Group’s assets and resources. This approach to VFM will enable Hastoe
to maximise its potential to provide its customers with high quality homes and services.
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The Board

The Board has identified a required skills mix to deliver the ambitions within the business strategy. To
meet this requirement, the board members are drawn from a wide background, providing a variety of
professional and commercial experience. The Board delegates certain governance responsibilities to
Group committees, which have their own approved terms of reference. Hastoe’s Board is comprised
entirely of non-executive directors. Day-to-day performance management is carried out by the
executive directors who act under the delegated authority of the Board.

The Board requires each director to inform the Company Secretary if he or she has an interest that
ought to be declared. Such interests include offices held in other organisations but also extend to other
matters that could affect the individual director’s conduct. Interests are recorded in a register that is
reviewed by the Nomination Committee. None of the non-executive directors have served more than
nine years on the Board. The Board has satisfied itself that all non-executive directors remain
independent.

The Board has adopted the UK Corporate Governance Code 2018 (UKCGC). The Board considered
its compliance with the UKCGC and identified the areas listed in the table below that are not applicable
to Hastoe as a registered provider and Registered Society under the Co-operative and Community
Benefit Societies Act 2014.

Code Principle/Provision ‘ Explanation

Provision 3 — regular engagement
with major shareholders

Hastoe has no major shareholders. All shareholders have
an equal, nominal share of £1. Shareholdings are restricted
to the current members of the Board.

Provision 4 — consultation with
shareholders following 20% or more
votes cast against the Board

Shareholdings are restricted to the current members of the
Board.

Provision 5 — report on stakeholder
interests and the matters set out in
s.172 of the Companies Act 2006.

s.172 of the Companies Act 2006 does not apply to Hastoe.
Hastoe engages with its workforce through an Employee
Forum, led by the workforce and attended by an Executive
Director.

Provision 30 — half-yearly financial
statements

Hastoe is not required to produce half-yearly statements.

Provision 36 — Remuneration
schemes should promote long-term
shareholdings by Executive Directors.

Hastoe’s Board is comprised entirely of non-executive
Directors. The executive directors act under delegated
authority from the Board. The executive directors are not
shareholders.

With exception of the provisions above, the Board has concluded that Hastoe is compliant with the
UKCGC, as far as they can be reasonably applied to a Registered Provider and Registered Society.

The Board considers that the annual report and accounts taken as a whole are fair, balanced and
understandable and provide the information necessary for stakeholders to assess the entity's

performance, business model and strategy.
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Attendance at Board and Committee meetings for the year ended 31 March 2023 was as follows, with
the number of meetings that the board member was expected to attend shown in brackets.

Group Board  Audit & Risk Nomination Remuneration
Committee Committee Committee
John Bruton 7(7) 33 - -
Martin Huckerby 6 (7) 1(1) - -
Lisa Hughes 3 (6) - 2(2) 1(1)
Omadevi Jani 7(7) 33 - -
Jo Lavis 5(7) - 1(1) -
Lindy Morgan 7(7) - 3(3) 1(1)
Julie Pearce-Martin 5(7) - - -
Chris Parsons 5 (6) 1(2) - -
Anne Perkins 4 (4) - 1(2) 0(1)
Richard Quallington 1(1) - - -
Robert Rutledge 7(7) 33 - -
Andrew Wiseman 6 (7) - 33 1(2)

At least every three years, the Board undertakes an externally facilitated review of governance
effectiveness. The outcome of the latest review, conducted by Altair Limited, was reported to the Board
in July 2023. No concerns were identified in the review. The Board will consider how best to implement
the recommendations to further strengthen its governance.

The emoluments of the Board members serving in the year were as follows:

2023 2022
£ £
John Bruton * 6,305 4,633
Ed Buscall **** 1,409 11,750
Martin Huckerby 5,875 7,000
Lisa Hughes **** 4,657 5,610
Omadevi Jani * 5,610 4,490
Jo Lavis ** 4,210 -
Andy Moore *** - 4,088
Lindy Morgan * 11,176 104
Julie Pearce-Martin 4,750 4,750
Chris Parsons **** 4,956 4,750
Anne Perkins **** 2,861 4,750
Richard Quallington **** 1,471 7,000
Robert Rutledge 5,610 5,610
Andrew Wiseman 7,867 5,323
66,757 69,858

* appointed during 2021/22  ** appointed in 2022/23 *** resigned in 2021/22 **xx resigned in 2022/23

Insurance policies indemnify Board members and officers against liability when acting for the Group.

The Group Committees that supported the Board and governance arrangements during the year were
the Audit & Risk Committee, Remuneration Committee and Nomination Committee. The Chair of the
Board acts as the Chair of the Nomination Committee and the Deputy Chair of the Board acts as the
Chair of the Remuneration Committee.
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Audit & Risk Committee

The Committee is responsible for assessing the effectiveness of internal controls and, where required,
gaining assurance that appropriate remedial actions are taken, as well as ensuring that a risk
management framework is in place that clearly defines responsibilities for the identification, evaluation
and control of significant risks. It also oversees, reviews and monitors the Group’s application of
accounting policies and standards, the appointment and remuneration of the external auditors and the
resources and work programme of the internal auditors.

The members of the Committee during the year were: Martin Huckerby (Chair and Committee member
until 30 September 2022), John Bruton (Chair from 1 October 2022), Lisa Hughes (until 30 April 2022),
Omadevi Jani, Chris Parsons (from 1 October 2022 until 16 March 2023) and Robert Rutledge.

The Committee receives and reviews reports from the internal auditors on a regular basis. The
programme of reports reviewed in the year is informed by, and aligned with, the business strategy and
an analysis of business risk. The external auditors submit reports to the Committee when appropriate.
The Committee also reviews regular reports from management on the operation of controls throughout
the business. It takes initiatives to satisfy itself that risk avoidance measures are fully embedded within
the Group structure and to determine the effectiveness of management actions. The Committee meets
separately with representatives of the internal auditors and external auditors on at least one occasion
in each year without any members of management being present.

The appointment of the Group’s auditors is a matter reserved to the Group board. The decision is
reached with the benefit of a recommendation from the Audit & Risk Committee working alongside the
Group Finance Director. Following a tender exercise in 2018, BDO were appointed for a period of five
years, subject to an annual review of performance, commencing with the audit of the 2018/19 financial
year. The Committee intends to recommend the reappointment of BDO at the next annual general
meeting. At the close of each financial year, the Committee receives a report on the external audit
process and reports to the Group board its findings regarding the independence and effectiveness of
the external audit process. The Group has instructed BDO to carry out £17,000 (2022: £16,000) of non-
audit work in the year where advantages of efficiency, cost or expertise were identified. The Audit &
Risk Committee monitors the nature and scale of such instructions during the year and its approval is
required for non-audit fees. As a result of these control mechanisms, the Board is satisfied as to the
independence of the external auditor.

Matters of significant importance and risk to the Group financial statements were presented to and
agreed by the Committee. Discussions were also held with the external auditor to ensure that
resolutions of these areas were in line with accounting and auditing standards. The main areas for
discussion were the potential for impairment due to building safety work, on land held for future
development and due to contractor failure on two schemes in development.

The Committee has reviewed management’s assessment of going concern and concluded that the
assessment was adequate, robust and provided sufficient evidence to support the going concern
assumption. After reviewing reports from management and consulting with the auditors, the Committee
was satisfied that the financial statements appropriately address the significant critical judgements and
key estimates, both in respect of the amounts reported and disclosures.

Nomination Committee

The Committee is responsible for advising on the selection, succession planning and performance of
non-executive directors, as well as the recruitment of the chief executive.

The members of the Committee during the year were: Ed Buscall (Chair and Committee member until
30 April 2022), Lindy Morgan (Chair and Committee member from 1 May 2022), Lisa Hughes (from 1
May 2022 until 10 March 2023), Jo Lavis (from 9 February 2023), Anne Perkins (until 7 November
2022), Richard Quallington (until 30 April 2022) and Andrew Wiseman.
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The Committee reviewed the required skills mix for the Board and the succession plan three times
during the year and then acted upon identified recruitment needs. Board recruitmentis an open process
via advert or the use of an external search consultancy. Taking into account the recommendation of
the Committee, the Board selects the best candidate for any vacancy and has no targets for board
composition by reference to gender, ethnicity, sexual orientation or any other diversity measurement.
However, the Committee is proactive in seeking to candidates for interview whose presence on the
Board would add to its diversity. The Board has an equality, diversity and inclusion strategy that aims
to ensure that the Group’s services are delivered in an inclusive way that does not discriminate against
any specific group or people with protected characteristics.

The Committee appointed Altair to carry out a board effectiveness review that will report to the Board
in September 2023. The review was based upon observing a Board meeting, a survey and interviews
with non-executive and executive directors. The Board will consider how best to implement any
recommendations to further strengthen its governance.

On 11 May 2022, Hastoe’s Chair, Ed Buscall, retired after serving nine years on the Board. During the
preceding year, the Committee used an external search consultancy, Odgers Berndtson, to identify
candidates to succeed as Chair. After a robust process that involved the whole Board, Lindy Morgan
was selected. Lindy Morgan joined the Board on 24 March 2022 and was elected as Chair on 12 May
2022, having been through a thorough induction and handover process.

The Committee considers the performance of the Board and its Committees on annual basis. Non-
executive directors are subject to an annual individual appraisal and annual reappointment. The
objectives and appraisal of the chief executive are reviewed by the Committee each year.

Remuneration Committee

The Committee is responsible for advising on the remuneration of non-executive and executive
directors.

The members of the Committee during the year were: Richard Quallington (Chair and Committee
member until 30 April 2022), Andrew Wiseman (Chair from 1 May 2022), Ed Buscall (until 30 April
2022), Lisa Hughes (from 1 May 2022 until 10 March 2023), Jo Lavis (from 9 February 2023), Lindy
Morgan (from 1 May 2022) and Anne Perkins (until 7 November 2022).

Non-Executive Directors

Board member emoluments are subject to a triennial review. In December 2021, the Committee
reviewed a report it had commissioned from Altair Limited that provided benchmarks for board member’
emoluments in the housing sector. The Board accepted Altair Limited’s recommendations, which were
applied to board member emoluments from 1 April 2022.

Executive Directors

The Group’s executive directors, including the chief executive, that have served in the year are set out
on page 2. The executive directors hold no interest in the Association’s shares and act as executives
within the authority delegated by the Board.

The emoluments of the executive directors are disclosed in note 10. The Remuneration Committee
approves a salary & allowances policy that aims to set executive director salaries at the market median.
The most recent benchmarking was carried out by Altair Limited who provided a review of executive
pay and benefits review in January 2022. The Remuneration Committee considered their report and
advised the Board to accept Altair's recommendations. The executive directors are employed on the
same terms as other staff. Their notice periods are six months.

Executive directors are eligible to become members of the SHPS defined contribution scheme. The
executive directors participate in the scheme on the same terms as all other eligible staff and the Group
contributes to the scheme on behalf of its employees. The executive directors are entitled to other
benefits, such as the provision of a car allowance.
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Internal Controls

The system of internal control is designed to manage, rather than eliminate, the risk of failure to achieve
business objectives, and to provide reasonable, but not absolute, assurance against material
misstatement or loss.

The Board acknowledges its overall responsibility for establishing and maintaining the whole system of
internal control and for reviewing its effectiveness. This responsibility applies to all organisations within
the Group.

The process for identifying, evaluating and managing the significant risks faced by the Group is ongoing
and has been in place throughout the period commencing 1 April 2022 up to the date of approval of the
annual report and financial statements.

Key elements of the control framework include:

- Board-approved terms of reference and delegated authorities for the Audit & Risk Committee and
the Remuneration & Nomination Committee;

« Clearly defined responsibilities for the identification, evaluation and control of significant risks;

« Robust strategic and business planning processes, with detailed financial budgets and forecasts;
« Formal recruitment, retention, training and development policies for all staff and Board members;
< Authorisation and appraisal procedures for all significant new initiatives and commitments;

« A sophisticated approach to treasury management, supported, as required, by treasury advisors;
« Regular reporting to the appropriate committee on key business objectives, targets and outcomes;
- Board-approved whistleblowing, anti-bribery, anti-theft and anti-money laundering policies; and

« A policy on fraud, covering prevention, detection and reporting of fraud and recovery of assets;
and review of the fraud register and consideration of the information therein.

The Board cannot delegate ultimate responsibility for the system of internal control, but it can, and has,
delegated authority to the Audit & Risk Committee to review regularly the effectiveness of the system
of internal control. The Board receives reports from the Audit & Risk Committee.

The Audit & Risk Committee has received the Chief Executive’s annual review of the effectiveness of
the system of internal control for the Association and its subsidiaries, and the annual report of the
internal auditor, and has reported its findings to the Board.

The Board has reviewed the effectiveness of the system of internal control for the year to 31 March
2023 and up to the date of signing these financial statements. It has not identified any weaknesses
sufficient to cause material misstatement or loss which require disclosure in the financial statements.

Other Matters

Regulation

Hastoe is registered with and regulated by the Regulator of Social Housing (RSH). The RSH
periodically assesses Hastoe against the regulatory framework. The latest review by the RSH, in
November 2022, considered that Hastoe had retained the highest possible rating for both governance
(G1) and financial viability (V1).

The Governance standard states that governance arrangements shall ensure registered providers
comply with their governing documents and all regulatory requirements. The Board undertakes an
annual self-assessment of compliance with the regulatory framework. The Board has concluded that it
has reasonable assurance that it complies with the Governance and Financial Viability Standard.
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Going concern statement

The Group’s business activities, its current financial position and factors likely to affect its future
development are set out within the Strategic Report. In March 2023 the Board approved the budget for
2023/24 and the long-term financial plan. The long-term financial plan builds on the 2023/24 budget as
the base year and includes detailed single and multi-variate stress testing. The stress testing
considered a variety of high inflation scenarios, combined with restrictions upon the level of rent
increases that could be applied. The plan meets the requirements of Hastoe’s banking covenants
throughout. The stress testing also indicates that there is sufficient headroom on covenants to allow
for remedial action to be taken in the event of adverse external conditions or if the assumptions used in
the plan change.

Hastoe has sufficient liquidity (cash holdings of £4m and undrawn loan facilities of £37m) to meets its
current commitments and manages future spending plans to ensure that it maintains the liquidity buffers
required by the Group’s Treasury Policy.

The Board has concluded that there is a reasonable expectation that Hastoe has adequate resources
to continue in operational existence for more than twelve months from the date of this report. For this
reason, it continues to adopt the going concern basis in the financial statements.

Viability statement

As required by the provisions of the UK Corporate Governance Code, the Board has undertaken an
assessment of the future prospects of Hastoe taking account of its current position and principal risks.
This assessment was made using Hastoe’s key financial and risk management processes, including
the following:

Long Term Financial Plan (LTFP) —the Board reviews and approves a LTFP each year, which compares
expected performance to a set of risk appetite metrics, including golden rules. The LTFP is subject to
stress testing using scenarios developed by the Board, after due consideration of the prevailing internal
and external risks facing the Group.

Risk management — as set out in the Risk section of the Strategic Report, Hastoe has a structured
approach to the management of risk and the principal risks identified are reviewed regularly by Board.

Liquidity — the Board approved Treasury Policy sets out minimum levels of liquidity. These levels are
compared to the output of the LTFP and the cash flow forecasts that the Board regularly reviews.

In undertaking this review, a period of three years has been selected, as this aligns with the normal
timeframe of the Group’s business strategy. For the initial year of this three-year period there is a greater
degree of certainty due to the preparation and monitoring of the annual budget and regular re-forecast.
Quarterly cash flow forecasts are reviewed by the Board covering a rolling three-year period, and are
used to ensure sufficient facilities are in place.

The Board has identified the tightening of rent control by government as one of its principal risks. The
LTFP is sensitive to future rent assumptions and combination of a tightening rent control at a time when
costs are escalating, due to inflationary pressures, would have the effect of reducing the financial
capacity of Group to build new homes and to maintain the existing stock to the standard that the Board
aspires to. However, the rent cap of 7%, set for the year commencing 1 April 2023, and an assumption
that the terms of the current Rent Standard will continue to apply after 2025, result in a forecast of robust
financial performance for the period of the viability review.

On the basis of this and other matters considered and reviewed by the Board during the year, the Board
has reasonable expectations that Hastoe will be able to continue in operation and meet its liabilities as
they fall due over the over the period to March 2026.

In making this statement the Board understands that there is inherent uncertainty in all business
planning and therefore, as a result, it is not possible to consider every risk and eventuality that the
Group may face.

Transaction 09222115557501117154 Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

BOARD REPORT (CONTINUED)

Annual general meeting
The annual general meeting will be held on 21 September 2023 at The National Housing Federation
Limited, Lion Court, 25 Procter Street, London WC1V 6NY.

External auditors

The Group’s Audit & Risk Committee has agreed a protocol which sets out policies for determining what
non-audit work can be undertaken by the external auditors and procedures for periodic review and
selection of external auditors.

A resolution to re-appoint BDO LLP as auditors of the Association will be proposed at the Annual
General Meeting.

Disclosure of information to the auditors

The Board Members who held office at the date of approval of this Board Report confirm that, so far as
they are each aware, there is no relevant audit information of which the Association’s auditors are
unaware, and each Board Member has taken all the steps that they ought to have taken as a Board
Member to make themselves aware of any relevant audit information and to establish that the
Association’s auditors are aware of that information.

The report of the Board was approved by the Board and signed on its behalf by:

Z 3 Mue—

Lindy Morgan
Chair

2023-09-21
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STATEMENT OF RESPONSIBILITIES OF THE BOARD

Statement of Board’s responsibilities in respect of the Board’s report and the financial
statements

The board members are responsible for preparing the report of the board and the financial statements
in accordance with applicable law and regulations.

Co-operative and Community Benefit Society law and social housing legislation require the board
members to prepare financial statements for each financial year in accordance with United Kingdom
Generally Accepted Accounting Practice (United Kingdom Accounting Standards and applicable law).

In preparing these financial statements, the board members are required to:

. select suitable accounting policies and then apply them consistently;
. make judgements and accounting estimates that are reasonable and prudent;
. state whether applicable UK Accounting Standards and the Statement of Recommended

Practice: Accounting by registered social housing providers 2018 have been followed, subject to any
material departures disclosed and explained in the financial statements; and

. prepare the financial statements on the going concern basis unless it is inappropriate to
presume that the group and association will continue in business.

The board members are responsible for keeping adequate accounting records that are sufficient to
show and explain the group and association’s transactions and disclose with reasonable accuracy at
any time the financial position of the group and association and enable them to ensure that the
financial statements comply with the Co-operative and Community Benefit Societies Act 2014, the Co-
operative and Community Benefit Societies (Group Accounts) Regulations 1969, the Housing and
Regeneration Act 2008 and the Accounting Direction for Private Registered Providers of Social
Housing 2022. They are also responsible for safeguarding the assets of the group and association
and hence for taking reasonable steps for the prevention and detection of fraud and other
irregularities.

The board is responsible for ensuring that the report of the board is prepared in accordance with the
Statement of Recommended Practice: Accounting by registered social housing providers 2018.
Financial statements are published on the group and association’s website in accordance with
legislation in the United Kingdom governing the preparation and dissemination of financial statements,
which may vary from legislation in other jurisdictions. The maintenance and integrity of the group and
association’s website is the responsibility of the board members. The board members' responsibility
also extends to the ongoing integrity of the financial statements contained therein.
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED

Opinion on the financial statements
In our opinion:

» the financial statements give a true and fair view of the state of the Group’s and of the
Association’s affairs as at 31 March 2023 and of the Group’s and the Association’s surplus for
the year then ended,;

» the financial statements have been properly prepared in accordance with United Kingdom
Generally Accepted Accounting Practice; and

» the financial statements have been properly prepared in accordance with the requirements of
the Co-operative and Community Benefit Societies Act 2014, the Co-operative and Community
Benefit Societies (Group Accounts) Regulations 1969, the Housing and Regeneration Act 2008
and the Accounting Direction for Private Registered Providers of Social Housing 2022.

We have audited the financial statements of Hastoe Housing Association Limited (“the Association”)
and its subsidiaries (“the Group”) for the year ended 31 March 2023, which comprise the consolidated
and Association statement of comprehensive income, the consolidated and Association statement of
changes in reserves, the consolidated and Association statement of financial position, the consolidated
statement of cash flows and notes to the financial statements, including a summary of significant
accounting policies. The financial reporting framework that has been applied in their preparation is
applicable law and United Kingdom Accounting Standards, including Financial Reporting Standard 102
The Financial Reporting Standard applicable in the UK and Republic of Ireland (United Kingdom
Generally Accepted Accounting Practice).

Basis for opinion

We conducted our audit in accordance with International Standards on Auditing (UK) (“ISAs (UK)”) and
applicable law. Our responsibilities under those standards are further described in the Auditor’s
responsibilities for the audit of the financial statements section of our report. We believe that the audit
evidence we have obtained is sufficient and appropriate to provide a basis for our opinion. Our audit
opinion is consistent with the additional report to the Audit & Risk Committee.

Independence

Following the recommendation of the Audit & Risk Committee, we were appointed by the Board on 7
February 2019 to audit the financial statements for the year ending 31 March 2019 and subsequent
financial periods. The period of total uninterrupted engagement including retenders and reappointments
is 5 years, covering the years ending 31 March 2019 to 31 March 2023.

We remain independent of the Group and the Parent Association in accordance with the ethical
requirements that are relevant to our audit of the financial statements in the UK, including the FRC’s
Ethical Standard as applied to listed public interest entities, and we have fulfilled our other ethical
responsibilities in accordance with these requirements. The non-audit services prohibited by that
standard were not provided to the Group or the Parent Association.

Conclusions relating to going concern

In auditing the financial statements, we have concluded that the Board’s use of the going concern basis
of accounting in the preparation of the financial statements is appropriate. Our evaluation of the Board’s
assessment of the Group and the Parent Association’s ability to continue to adopt the going concern
basis of accounting included:

* We obtained management’s assessment that supports the Board’s conclusions with respect to
the disclosures provided around going concern

* We considered the appropriateness of management’s forecasts by reviewing and assessing
assumptions applied by management, assessing historical forecasting accuracy and
considered the reasonableness of the range of scenarios included in management’s
consideration of downside sensitivity analysis
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED (CONTINUED)

*+ We challenged management on the suitability of the mitigating actions identified in their
assessment and the quantum and period ascribed to these mitigating actions.

* We obtained an understanding of the financing facilities from the finance agreements, including
the nature of the facilities, covenants and attached conditions

* We assessed the facility and covenant headroom calculations

*  We reviewed the wording of the going concern disclosures and assessed its consistency with
management’s forecasts

Based on the work we have performed, we have not identified any material uncertainties relating to
events or conditions that, individually or collectively, may cast significant doubt on the Group and the
Parent Association’s ability to continue as a going concern for a period of at least twelve months from
when the financial statements are authorised for issue.

Our responsibilities and the responsibilities of the Board with respect to going concern are described in
the relevant sections of this report.

Overview
Coverage 100% (2022: 100%) of Group surplus before tax
100% (2022: 100%) of Group revenue
100% (2022: 100%) of Group total assets
Key audit matters 2023 2022
KAM 1: The recoverable v X
amount of housing property
KAM: 2: The recoverable X v
amount of property developed
for sale
KAM 2 is no longer considered to be a key audit matter at 31 March
2023 due to the low volume of property developed for sale.
Materiality Group financial statements as a whole
£1.7m (2022: £1.4m) based on 8% (2022: 8%) of adjusted operating
surplus as defined the group’s/entity’s lending covenants.

An overview of the scope of our audit

Our Group audit was scoped by obtaining an understanding of the Group and its environment, including
the Group’s system of internal control, and assessing the risks of material misstatement in the financial
statements. We also addressed the risk of management override of internal controls, including
assessing whether there was evidence of bias by the Board that may have represented a risk of material
misstatement.

Audit work on all components was performed by BDO UK both for the purposes of reporting on the
individual financial statements and for group/consolidation purposes.

We identified two components which, in our view required an audit of their complete financial information
due to their size or risk characteristics and were therefore considered to be significant components.

Hastoe Capital Plc was identified as a significant component due to its risk characteristics and Hastoe
Housing Association Limited due to its size.
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED (CONTINUED)

Key audit matters

Key audit matters are those matters that, in our professional judgement, were of most significance in
our audit of the financial statements of the current period and include the most significant assessed
risks of material misstatement (whether or not due to fraud) that we identified, including those which
had the greatest effect on: the overall audit strategy, the allocation of resources in the audit, and
directing the efforts of the engagement team. These matters were addressed in the context of our audit
of the financial statements as a whole, and in forming our opinion thereon, and we do not provide a
separate opinion on these matters.

How the scope of our audit addressed
the key audit matter

Key audit matter

The Assets are required to be | Ourresponse included the following:
recoverable reviewed for indicators of

amount of | impairment annually. If such | Having obtained management’s

housing indicators exist, an impairment | assessment of indicators of impairment and
property is | assessment and estimate of the | subsequent impairment review where
materially recoverable amount must be | triggers were identified, we have:
misstated performed. e considered whether management

had included all asset groups

As disclosed in
note 2
(Accounting

Where necessary Management
has performed an assessment
of the recoverable amount,

significant risk and therefore a
key audit matter.

(including all tenure types) in their
review.
reviewed management’s estimates,

Policies) and whether through value in use judgements and the information
note 12, the (EUV-SH or Depreciated that has been used to support
group holds Replacement Cost) or these decisions.

housing anticipated sales proceeds less e considered the completeness of
properties at costs to sell. the identified schemes by

the balance comparing it to our knowledge
sheet date with | Due to the inherent estimation obtained through voids review and
a carrying uncertainty in determining the minutes review to identify schemes
amount of recoverable amount, we with tenure change, physical
£423m. considered there to be a damage, build delays or a

significant increase in development
cost to complete.

reviewed the appropriateness and
completeness of the disclosures in
the financial statements and
accompanying narrative reports.

Key observations:

Based on our procedures we noted no
exceptions and found management’s key

assumptions to be reasonable.

Our application of materiality

We apply the concept of materiality both in planning and performing our audit, and in evaluating the
effect of misstatements. We consider materiality to be the magnitude by which misstatements, including
omissions, could influence the economic decisions of reasonable users that are taken on the basis of
the financial statements.

In order to reduce to an appropriately low level the probability that any misstatements exceed
materiality, we use a lower materiality level, performance materiality, to determine the extent of testing
needed. Importantly, misstatements below these levels will not necessarily be evaluated as immaterial
as we also take account of the nature of identified misstatements, and the particular circumstances of
their occurrence, when evaluating their effect on the financial statements as a whole.
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING

ASSOCIATION LIMITED (CONTINUED)

Group financial statements Parent Association financial
statements

2023 2022 2023 2022

£m £m £m £m
Materiality 1.7 1.4 1.7 1.4
Basis for | 8% (2022: 8%) of adjusted operating surplus as defined the
determining group’s/entity’s lending covenants.
materiality

Rationale for the

The benchmark used for determining materiality is adjusted operating

benchmark surplus. The adjustments to operating surplus are to add back

applied depreciation, amortisation and grants received are deducted which is in
line with the strictest loan covenant definition. We have used this
benchmark as we considered this the area of financial statements with
the greatest interest to the principle users and the area with the greatest
impact on investor and lender decisions.

Performance 1.2 1.0 1.2 1.0

materiality

Basis for | We have set performance materiality at 75% (2022: 75%)

determining

performance We have determined performance materiality based on our previous

materiality experience of the audit and factors such as the low levels of

misstatements previously identified partially offset by the number areas
of the financial statements subject to significant estimation uncertainty.

Component materiality

A full scope statutory audit was carried out for each subsidiary. We set materiality for each component
dependent on the size and our assessment of the risk of material misstatement of that component.
Component materiality ranged from £92k to £1,650k. In the audit of each component, we further
applied performance materiality levels of 75% of the component materiality to our testing to ensure
that the risk of errors exceeding component materiality was appropriately mitigated.

Reporting threshold

We agreed with the Audit & Risk Committee that we would report to them all individual audit differences
in excess of £83k (2022: £72k). We also agreed to report differences below this threshold that, in our
view, warranted reporting on qualitative grounds.

Other information

The Board are responsible for the other information. The other information comprises the information
included in the annual report and financial statements, other than the financial statements and our
auditor’s report thereon. Our opinion on the financial statements does not cover the other information
and, except to the extent otherwise explicitly stated in our report, we do not express any form of
assurance conclusion thereon. Our responsibility is to read the other information and, in doing so,
consider whether the other information is materially inconsistent with the financial statements or our
knowledge obtained in the course of the audit, or otherwise appears to be materially misstated. If we
identify such material inconsistencies or apparent material misstatements, we are required to determine
whether this gives rise to a material misstatement in the financial statements themselves. If, based on
the work we have performed, we conclude that there is a material misstatement of this other information,
we are required to report that fact.

We have nothing to report in this regard.
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED (CONTINUED)

Corporate Governance statement

As the Association has voluntarily adopted the UK Corporate Governance Code 2018, we are required
to review the Board’s statement in relation to going concern, longer-term viability and that part of the
Corporate Governance Statement relating to the Association’s compliance with the provisions of the
UK Corporate Governance Code specified for our review.

Going e The Board’s statement with regards to the appropriateness of adopting the going
concern and concern basis of accounting and any material uncertainties identified as set out
longer term on page 20.

viability e The Board’s explanation as to their assessment of the Group’s prospects, the
period this assessment covers and why the period is appropriate as set out on
page 20.

Other  Code | ¢ Board’s statement on fair, balanced and understandable as set out on page 15;

provisions ¢ Board’s confirmation that it has carried out a robust assessment of the emerging

and principal risks as set out on page 6;

e The section of the annual report that describes the review of effectiveness of risk
management and internal control systems as set out on page 10; and

e The section describing the work of the Audit & Risk Committee is set out on page
17. As set out on page 17, the Directors consider that it is impracticable to have
a separate audit committee for the Company.

Matters on which we are required to report by exception

We have nothing to report in respect of the following matters where we are required by the Co-operative
and Community Benefit Societies Act 2014 to report to you if, in our opinion:

« the Association has not kept proper books of account;

* the Association has not maintained a satisfactory system of control over its transactions;
» the financial statements are not in agreement with the Association’s books of account; or
+ we have not received all the information and explanations we need for our audit.

Responsibilities of the Board

As explained more fully in the statement of responsibilities of the Board, the Board is responsible for
the preparation of the financial statements and for being satisfied that they give a true and fair view,
and for such internal control as the Board members determine is necessary to enable the preparation
of financial statements that are free from material misstatement, whether due to fraud or error.

In preparing the financial statements, the Board are responsible for assessing the Group and the
Association’s ability to continue as a going concern, disclosing, as applicable, matters related to going
concern and using the going concern basis of accounting unless the Board either intend to liquidate the
Group or the Association or to cease operations, or have no realistic alternative but to do so.

Auditor’s responsibilities for the audit of the financial statements

Our objectives are to obtain reasonable assurance about whether the financial statements as a whole
are free from material misstatement, whether due to fraud or error, and to issue an auditor’s report that
includes our opinion. Reasonable assurance is a high level of assurance, but is not a guarantee that an
audit conducted in accordance with ISAs (UK) will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually or in the
aggregate, they could reasonably be expected to influence the economic decisions of users taken on
the basis of these financial statements.

Extent to which the audit was capable of detecting irregularities, including fraud

Irregularities, including fraud, are instances of non-compliance with laws and regulations. We design
procedures in line with our responsibilities, outlined above, to detect material misstatements in respect
of irregularities, including fraud. The extent to which our procedures are capable of detecting
irregularities, including fraud is detailed below:
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED (CONTINUED)

Non-compliance with laws and regulations

Based on:
» our understanding of the Group and the industry in which it operates;
» discussion with management and those charged with governance; and

we considered the significant laws and regulations to be the Co-operative and Community Benefit
Societies Act 2014, the Co-operative and Community Benefit Societies (Group Accounts) Regulations
1969, the Housing and Regeneration Act 2008 and the Accounting Direction for Private Registered
Providers of Social Housing 2022.

The Group is also subject to laws and regulations where the consequence of non-compliance could
have a material effect on the amount or disclosures in the financial statements, for example through the
imposition of fines or litigations. We identified such laws and regulations to be the Regulator of Social
Housing’s regulatory standards, employment law, data protection and health and safety legislation.

Our procedures in respect of the above included:

» Review of minutes of meeting of those charged with governance for any instances of non-
compliance with laws and regulations;

* Review of correspondence with regulatory authorities for any instances of non-compliance
with laws and regulations;

» Review of financial statement disclosures and agreeing to supporting documentation; and

* Review of legal expenditure accounts to understand the nature of expenditure incurred.

Fraud

We assessed the susceptibility of the financial statements to material misstatement, including fraud.
Our risk assessment procedures included:

+  Enquiry with management and those charged with governance regarding any known or
suspected instances of fraud;

» Obtaining an understanding of the Group’s policies and procedures relating to:
o Detecting and responding to the risks of fraud; and
o Internal controls established to mitigate risks related to fraud.

* Review of minutes of meeting of those charged with governance and internal audit reports for
any known or suspected instances of fraud;

» Discussion amongst the engagement team as to how and where fraud might occur in the
financial statements; and

« Performing analytical procedures to identify any unusual or unexpected relationships that may
indicate risks of material misstatement due to fraud.

Based on our risk assessment, we considered the areas most susceptible to fraud to be management
override through accounting estimates and inappropriate journal entries.

Our procedures in respect of the above included:

* Testing a sample of journal entries throughout the year, which met a defined risk criteria, by
agreeing to supporting documentation; and

+ Challenging assumptions made by management in their significant accounting estimates in
particular in relation to the net realisable value of properties developed for sale, the
recoverable amount of housing property (see Key Audit Matters), the value of defined benefit
pension liabilities.

We also communicated relevant identified laws and regulations and potential fraud risks to all
engagement team members and remained alert to any indications of fraud or non-compliance with laws
and regulations throughout the audit.
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Hastoe Housing Association
Year ended 31 March 2023

INDEPENDENT AUDITOR’S REPORT TO THE MEMBERS OF HASTOE HOUSING
ASSOCIATION LIMITED (CONTINUED)

Our audit procedures were designed to respond to risks of material misstatement in the financial
statements, recognising that the risk of not detecting a material misstatement due to fraud is higher than
the risk of not detecting one resulting from error, as fraud may involve deliberate concealment by, for
example, forgery, misrepresentations or through collusion. There are inherent limitations in the audit
procedures performed and the further removed non-compliance with laws and regulations is from the A
further description of our responsibilities is available on the Financial Reporting Council’'s website at:
www.frc.org.uk/auditorsresponsibilities. This description forms part of our auditor’s report.

Use of our report

This report is made solely to the members of the Association, as a body, in accordance with the Housing
and Regeneration Act 2008 and the Co-operative and Community Benefit Societies Act 2014. Our audit
work has been undertaken so that we might state to the Association’s members those matters we are
required to state to them in an auditor’s report and for no other purpose. To the fullest extent permitted
by law, we do not accept or assume responsibility to anyone other than the Association and the
members as a body, for our audit work, for this report, or for the opinions we have formed.

DocuSigned by:
EEDO LLp
C7998D5EC4924F4...
BDO LLP
Statutory Auditor

Gatwick
United Kingdom

21 September 2023

BDO LLP is a limited liability partnership registered in England and Wales (with registered number
0C305127).

Signed JB, LM, WR
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Hastoe Housing Association
Year ended 31 March 2023

STATEMENT OF COMPREHENSIVE INCOME

For the year ended 31 March 2023

GROUP ASSOCIATION
2023 2022 2023 2022
Notes £'000 £'000 £'000 £'000
Turnover 34,957 33,736 35,236 34,269
Cost of sales (888) (1,533) (888) (1,533)
Operating expenditure (19,894) (19,538) (20,280) (19,935)
Surplus on disposal of housing 2644 2234 2 644 2234
properties 6
Operating surplus 5 16,819 14,899 16,712 15,035
Interest receivable 40 35 269 177
Interest payable and financing costs 8 (11,476) (11,359) (11,506) (11,359)
Movement in fair value of investment 227 52 297 52
properties 14
Surplus before taxation 5,610 3,627 5,702 3,905
Taxation 11 - - - -
Surplus for the year 5,610 3,627 5,702 3,905
Actugrlal (loss)/gain in respect of 29 (295) 443 (295) 443
pension schemes
Total comprehensive income for the year 5,315 4,070 5,407 4,348

All of the Group’s activities relate to continuing operations.

The notes on pages 34 to 66 form part of these financial statements.
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Hastoe Housing Association
Year ended 31 March 2023

STATEMENT OF CHANGES IN RESERVES - GROUP

For the year ended 31 March 2023

The notes on pages 34 to 66 form part of these financial statements.
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Income &
expenditure Revaluation
Group reserve reserve Total
£'000 £'000 £'000
Balance as at 1 April 2022 66,160 307 66,467
Surplus for the year 5,610 - 5,610
Transfer from revaluation reserve to income and expenditure reserve 35 (35) -
Actuarial loss on defined
295 - 295
benefit pension scheme (295) (295)
Total comprehensive income for the year 5,350 (35) 5,315
Balance as at 31 March 2023 71,510 272 71,782
For the year ended 31 March 2022
Income &
expenditure Revaluation
Group reserve reserve Total
£'000 £'000 £'000
Balance as at 1 April 2021 62,090 307 62,397
Surplus for the year 3,627 - 3,627
Actua_rlal gain on defined 443 i 443
benefit pension scheme
Total comprehensive income for the year 4,070 - 4,070
Balance as at 31 March 2022 66,160 307 66,467
STATEMENT OF CHANGES IN RESERVES - ASSOCIATION
For the year ended 31 March 2023
Income &
expenditure Revaluation
Association reserve reserve Total
£'000 £'000 £'000
Balance as at 1 April 2022 70,829 307 71,136
Surplus for the year 5,702 - 5,702
Transfer from revaluation reserve to income and expenditure reserve 35 (35) -
Actuarial loss on defined benefit pension scheme (295) - (295)
Total comprehensive income for the year 5,442 (35) 5,407
Balance as at 31 March 2023 76,271 272 76,543
For the year ended 31 March 2022
Income &
expenditure Revaluation
Association reserve reserve Total
£'000 £'000 £'000
Balance as at 1 April 2021 66,481 307 66,788
Surplus for the year 3,905 - 3,905
Actuarial gain on defined benefit pension scheme 443 - 443
Total comprehensive income for the year 4,348 - 4,348
Balance as at 31 March 2022 70,829 307 71,136



Hastoe Housing Association
Year ended 31 March 2023

STATEMENT OF FINANCIAL POSITION

At 31 March 2023

GROUP ASSOCIATION
2023 2022 2023 2022
Note
S £'000 £'000 £'000 £'000
Fixed assets
Tangible fixed assets - housing
properties 12 423,272 418,293 423,755 418,500
Other tangible fixed assets 13 3,438 3,719 3,438 3,686
Investment properties 14 4,400 4,305 4,400 4,305
Other investments 15 - - 550 550
Total fixed assets 431,110 426,316 432,143 427,041
Current assets
Properties held for sale 16 2,219 1,508 2,219 1,508
Trade and other debtors 17 3,251 2,880 7,026 6,942
Short term investments 3,000 4,300 3,000 4,300
Cash and cash equivalents 4,171 7,463 3,963 7,285
12,641 16,151 16,208 20,035
Creditors: amounts falling due
within one year 18 (16,109) (16,128) (15,948) (16,068)
Net current (liabilities)/assets (3,468) 23 260 3,967
Total assets less current 427,642 426,339 432,403 431,008
liabilities
Creditors: amounts falling due (353,517) (357,362) (353,517) (357,362)
after more than one year 19 ' ' ' '
Pension liability 29 (2,343) (2,510) (2,343) (2,510)
Net assets 71,782 66,467 76,543 71,136
Capital and reserves
Share capital - non equity 23 - - - -
Income & expenditure reserve 71,510 66,160 76,271 70,829
Revaluation reserve 272 307 272 307
Total reserves 71,782 66,467 76,543 71,136

The notes on pages 34 to 66 form part of these financial statements.

The financial statements were approved and authorised for issue by the Board and signed on its behalf

R

W Roberts
Secretary

by:
£ 3 Mo~

L Morgan
Chair

2023-09-21
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Hastoe Housing Association Limited
Year ended 31 March 2023

CONSOLIDATED STATEMENT OF CASH FLOWS

For the year ended 31 March 2023

2023 2022

£'000 £'000
Cashflows from operating activities
Operating surplus 16,819 14,899
Dgpreciation and impairment . o . ' 5,727 5,226
Eg‘;izggc:pl;?;\aﬁgeré:STSployer pension contributions and defined benefit (462) (432)
Amortisation of social housing grant (1,815) (1,843)
Add back non-cash costs of property disposals 1,261 1,124
Change in value of investment properties 227 -
(Increase)/decrease in stock (711) 464
Increase in debtors (505) (443)
Increase in creditors 166 1,156
Net cash from operating activities 20,707 20,151
Cashflow from investing activities
Purchase and construction of housing properties (11,597) (13,306)
Purchase of other fixed assets (26) (130)
Interest received 40 35
Social housing grant received 2,167 1,370
Disposal of short term investments 1,300 4,000
Net cash from investing activities (8,116) (8,031)
Cashflow from financing activities
Interest paid (11,682) (11,669)
Loans received 500 -
Loans repaid (4,701) (5,104)
Net cash from financing activities (15,883) (16,773)
Net change in cash and cash equivalents (3,292) (4,653)
Cash and cash equivalents at start of year 7,463 12,116
Cash and cash equivalents at end of year 4,171 7,463
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

1. LEGAL STATUS

Hastoe Housing Association Limited (“The Association”) is a housing association registered under the
Cooperative and Community Benefit Societies Act 2014 and is registered with the Regulator of Social
Housing. Hastoe is the ultimate parent of the Group and is incorporated in England.

2. ACCOUNTING POLICIES

Basis of preparation

The financial statements of the Group and Association are prepared in accordance with applicable
accounting standards, including Financial Reporting Standard 102 (FRS102) applicable in the United
Kingdom and the Republic of Ireland, the Statement of Recommended Practice (SORP) for Registered
Social Housing Providers 2018, “Accounting by registered social housing providers” 2018 and the
Accounting Direction for Private Registered Providers of Social Housing 2022. The Association is a
public benefit entity as defined by FRS102.

The following disclosure exemptions have been adopted in respect of the individual accounts of Hastoe
Housing Association Limited:

e The requirement to present a statement of cash flows and related notes;

e Disclosures in respect of the parent Association’s financial instruments have not been
presented as equivalent disclosures have been provided in respect of the group as a whole;
and

e No disclosure has been given for the aggregate remuneration of the key management
personnel of the parent Association as their remuneration is included in the totals for the
group as a whole.

Basis of consolidation

The Group financial statements consolidate the financial statements of the Association and all its
subsidiaries at 31 March 2023 as if they formed a single entity. Intercompany transactions and balances
between group companies are therefore eliminated in full.

Going concern

The Group’s business activities, its current financial position and factors likely to affect its future
development are set out within the Strategic Report. In March 2023 the Board approved the budget for
2023/24 and the long-term financial plan. The long-term financial plan builds on the 2023/24 budget as
the base year and includes detailed single and multi-variate stress testing. The stress testing
considered a variety of high inflation scenarios, combined with restrictions upon the level of rent
increases that could be applied. The plan meets the requirements of Hastoe’s banking covenants
throughout. The stress testing also indicates that there is sufficient headroom on covenants to allow
for remedial action to be taken in the event of adverse external conditions or if the assumptions used in
the plan change.

Hastoe has sulfficient liquidity (cash holdings of £4m and undrawn loan facilities of £37m) to meets its
current commitments and manages future spending plans to ensure that it maintains the liquidity buffers
required by the Group’s Treasury Policy.

The Board has concluded that there is a reasonable expectation that Hastoe has adequate resources
to continue in operational existence for more than twelve months from the date of this report. For this
reason, it continues to adopt the going concern basis in the financial statements.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)

Turnover

Turnover comprises rental income and service charges receivable net of voids, fees and revenue grants
from local authorities and Homes England, social housing grant amortisation, income from first tranche
shared ownership sales, income from properties built for sale and income receivable from other
sources.

Rental income is recognised on the basis of the amount receivable for the year. Rental income received
in advance is disclosed within creditors in the balance sheet.

The Association operates both fixed and variable service charge regimes depending on the scheme
and tenure of property. Service charges under both regimes are initially budgeted based on estimates
of the costs of service charge goods and services to be supplied.

Under the variable service charge regime, a reconciliation of the actual service charge goods and
services carried out, versus the budget, is carried out in September each year, for the previous financial
years’ service charges, with any under or over recovery on a scheme-by-scheme basis apportioned
and then debited or credited to each variable service charge property, and thus reflected as a debtor or
creditor accordingly.

Service charge income is thus recognised on the basis of the amount receivable for the year based on
estimated service charges, as well as the variable service charge adjustment for the previous year.

An element of the variable service charges for leaseholders relates to the replacement of components
and major repairs for their block, which is held within sinking funds ring-fenced specifically for this use.
These sinking funds are shown as creditors on the balance sheet.

Revenue grants are recognised within income in the same period as the related expenditure, provided
that the conditions for its receipt have been satisfied and there is reasonable assurance that the grant
will be received. Government grants received for housing properties are recognised in income over the
useful life of the housing property structure and its individual components (excluding land) under the
accruals model.

Income from first tranche sales and properties built for open market sale is recognised when legal
completion occurs.

Segmental reporting

The Group is required to disclose information about its operating segments, under IFRS 8, as it has
issued publicly listed debt. Information about income, expenditure and assets attributable to material
operating segments are presented on the basis of the nature and function of housing assets held by
the Group. This is appropriate on the basis of the similarity of the services provided, the nature of the
risks associated, the type and class of customer and the nature of the regulatory environment across
all of the geographical locations in which the Group operates. The Board does not review disaggregated
financial information of assets and liabilities at this level of operating segment. Segmental information
is disclosed in note 3.

Taxation

The charge for taxation is based on the profit for the year and takes into account taxation deferred
because of timing differences between the treatment of certain items for taxation and accounting
reasons. Deferred tax is recognised without discounting, in respect of all timing differences between the
treatment of certain items for taxation and accounting purposes which have arisen but not reversed by
the balance sheet date. Timing differences include gains and losses recognised on revaluation.

The current income tax charge is calculated on the basis of tax rates and laws that have been enacted
or substantively enacted by the reporting date.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)

Value added tax

The Group charges value added tax (VAT) on some of its income and is able to recover part of the VAT
it incurs on expenditure. The financial statements include VAT to the extent that it is suffered by the Group
and not recoverable from HM Revenue and Customs. The balance of VAT payable or recoverable at the
year-end is included as a current liability or asset.

Interest payable and other finance costs

Interest is capitalised on most recent borrowings used to finance the current development of qualifying
assets to the extent that it accrues in respect of the period of development. It represents interest on
borrowings of the Group as a whole, after deduction of interest on Social Housing Grant in advance, to
the extent that these can be deemed to be financing the development programme.

Other finance costs, including breakage costs, are charged to the income and expenditure account in
the year.

Financial instruments

Financial instruments which meet the criteria of a basic financial instrument as defined in Section 11 of
FRS 102 are accounted for under an amortised cost model. The Group has no non-basic financial
instruments.

Initially, financial assets and liabilities are measured at the transaction price less transaction costs.
Subsequently, basic financial assets and liabilities are measured at amortised cost.

Amortised cost is calculated using the effective interest rate method. The effective interest rate is the
rate that exactly discounts estimated future cash payments or receipts through the expected life of the
financial instrument to the net carrying amount of the financial asset or liability.

Operating leases
Rental costs under operating leases are charged to the income and expenditure account on a straight-
line basis over the term of the lease.

Housing properties

Housing properties are properties held for the provision of social housing or to otherwise provide social
benefit. Housing properties are principally properties available for rent and are stated at cost less
accumulated depreciation and impairment losses. Cost includes the cost of acquiring land and buildings,
development costs, interest charges incurred during the development period. Housing Properties are
depreciated from the month following their practical completion or acquisition.

Housing property costs for mixed tenure schemes are allocated proportionately based on number of units
of each tenure at the scheme.

The Group accounts for its expenditure on housing properties using component accounting. Under
component accounting, the housing property is divided into those major components which are
considered to have substantially different useful economic lives. These components are then
depreciated over their individual useful economic lives. The particular components identified by the
Association and their respective useful economic lives are as follows:

Roofs and related 50 years Windows and doors 30 years
Kitchens 15 years Lifts 25 years
Bathrooms 20 years Photo voltaic panels 25 years
Central heating systems 20 years

Where a separate identified and depreciated component of an existing property is replaced, the carrying
value of the component is expensed and the cost of the replacement component capitalised.
Components are depreciated from the month following their replacement.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)
Housing properties (continued)

Expenditure on items not separately identified as components are capitalised if they result in an
increase in the net rental stream over the life of the property, over the standard originally assessed when
the property was first acquired or constructed.

Freehold land is not depreciated due to its indefinite economic life. Depreciation of buildings, excluding
the specified components, is provided on the cost, so as to write down the net book value of housing
properties to the estimated residual value, on a straight-line basis, over their estimated useful economic
lives in the business. Depreciation has been applied to the Group’s buildings since 1 January 2000.
The Group’s buildings, excluding specified components, are depreciated at the following annual rates:

Original estates (built before 1980) 1.0%
Newer estates 0.67%
Tower blocks 2.0%

Properties held on leases are amortised over the life of the lease or their estimated useful economic
lives, if shorter with the exception of shared ownership properties which are not depreciated due to their
residual value exceeding cost.

Gains and losses on disposal of housing property fixed assets are determined by comparing the
proceeds with the carrying amount and incidental cost of sales. Gains and losses are recognised in
operating surplus.

Investment properties

Investment properties consist of commercial properties and other properties not held for the social benefit
or for use in the business. Investment properties are measured at cost on initial recognition and
subsequently at fair value as at the year end, with changes in fair value recognised in operating surplus
as the holding of such assets is regarded by management as part of its operating activities.

Stock

Shared ownership properties under construction are split between fixed assets and current assets in
proportion to the percentage of the property expected to be sold under the first tranche sale and that
retained by the Group. The proportion expected to be sold under the first tranche is included within
work in progress within current assets, with the remainder classified as a fixed asset under construction.
Upon completion of the property, the current asset balance is transferred from work in progress to stock.
The exception to this is where this would result in a surplus on the disposal of the current asset that
would exceed the anticipated overall surplus. In these circumstances any surplus on disposal of the
first tranche should be limited to the overall surplus by adjusting the costs allocated to current assets.

Open market sale properties under construction are held in work in progress and transferred to stock
upon completion.

Shared ownership and open market sale properties in stock are held at the lower of cost and estimated
selling price, less costs to complete and sell. Costs comprise of materials and direct overheads
attributable to the development. Interest incurred is capitalised once the construction contract
commences, throughout work in progress and up to the point of practical completion of the development
scheme. The estimated selling price is assessed using publicly available information and internal
forecasts on future sales price.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
2. ACCOUNTING POLICIES (CONTINUED)

Other tangible fixed assets

Other tangible fixed assets are initially recognised at cost, including costs associated bringing with them
into use. Subsequently, assets are measured using the cost model, subject to any provision for
impairment.

Depreciation is provided evenly on the cost of other tangible fixed assets to write them down to their
estimated residual values over their expected useful lives. No depreciation is provided on freehold land.
The principal annual rates used for other assets are:

Long leasehold property Over life of lease

Furniture, fixtures and fittings 10% - 25%

Computers and office equipment 25%

Motor vehicles 25%
Investments

Investments in subsidiaries are stated at cost less provision for impairment.

Impairment of assets

Where indicators are identified an assessment for impairment is undertaken comparing the asset's
carrying amount to its recoverable amount. Where the carrying amount of an asset is deemed to exceed
its recoverable amount, the asset is written down to its recoverable amount, this is likely to be the value
in use of the asset based on its service potential, using the depreciated replacement cost and expected
cash generation at scheme level, for housing properties and fair value for other assets. Where an asset
is currently deemed not to be providing service potential to the association, its recoverable amount is
its fair value less costs to sell. The resulting impairment loss is recognised as expenditure in income
and expenditure. When a subsequent event causes the amount of the impairment loss to decrease,
the decrease is reversed and netted against expenditure.

Debtors

Short term debtors are measured at transaction price less attributable transactions costs. Loans
receivable are measured initially at fair value, net of transaction costs, and are measured subsequently at
amortised cost using the effective interest rate method, less any impairment.

Creditors

Short term trade creditors are measured at the transaction price less attributable transactions costs. Other
financial liabilities, including bank loans, are measured initially at transaction value, net of transaction
costs, and are measured subsequently at amortised cost using the effective interest rate method.

An accrual is recognised for annual leave accrued by employees as a result of services rendered in the
current period and which employees are entitled to carry forward and use within the next 12 months. The
accrual is measured at the salary cost payable for the period of absence.

Sinking Funds
Sinking funds are monies held on behalf of leaseholders for future major repairs; they are recorded in
creditors in the balance sheet and the monies are held in separate bank accounts.

Cash and cash equivalents

Cash and cash equivalents comprise cash and readily disposable current asset investments, with a term
of less than three months. Short term investments are included in this definition, where the notice period
for withdrawal is 95 days or less.

Short term investments
Short term investments comprise sterling notice deposit accounts maturing within 3 to 12 months.

Gift Aid
The tax effects of gift aid payments are recognised in the Statement of Comprehensive Income.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)

Government grant
Government grants include grants receivable from the Homes England, local authorities, and other
government organisations. Government grants received for housing properties are recognised in income
over the useful life of the housing property structure and its individual components (excluding land) under
the accruals model.

Grants relating to revenue are recognised in income and expenditure over the same period as the
expenditure to which they relate once reasonable assurance has been gained that the entity will comply
with the conditions and that the funds will be received.

Grants due from government organisations or received in advance are included as current assets or
liabilities.

Government grants received for housing properties are subordinated to the repayment of loans by
agreement with Homes England. Government grants released on sale of a property may be repayable
but are normally available to be recycled and are credited to a Recycled Capital Grant Fund and included
in the statement of financial position in creditors.

If there is no requirement to recycle or repay the grant on disposal of the asset, any unamortised grant
remaining within creditors is released and recognised as income in income and expenditure.

Where individual components are disposed of and this does not create a relevant event for recycling
purposes, any grant which has been allocated to the component is released to income and expenditure.
Upon disposal of the associated property, the Group is required to recycle these proceeds and recognise
them as a liability.

Other grants

Grants received from non-government sources are recognised using the performance model. A grant
which does not impose specified future performance conditions is recognised as revenue when the grant
proceeds are received or receivable. A grant that imposes specified future performance-related conditions
on the Group is recognised only when these conditions are met. A grant received before the revenue
recognition criteria are satisfied is recognised as a liability.

Provisions for liabilities

Provisions are recognised when the Group has a present obligation (legal or constructive) as a result of a
past event, it is probable that the Group will be required to settle the obligation, and a reliable estimate
can be made of the amount of the obligation.

The obligation must be such that the entity has no realistic alternative to settling the obligation. This can
happen when the entity has a legal obligation that can be enforced by law or when the entity has a
constructive obligation because the past event (which may be an action of the entity) has created valid
expectations in other parties that the entity will discharge the obligation. Obligations that will arise from
the entity’s future actions (i.e. the future conduct of its business) do not satisfy the condition, no matter
how likely they are to occur and even if they are contractual.

The amount recognised as a provision is the best estimate of the consideration required to settle the
present obligation at the end of the reporting period, taking into account the risks and uncertainties
surrounding the obligation.

Where the effect of the time value of money is material, the amount expected to be required to settle the
obligation is recognised at present value using a pre-tax discount rate. The unwinding of the discount is
recognised as a finance cost in income and expenditure in the period it arises.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)

Pensions

The Group participates in a funded multi-employer defined benefit scheme, the Social Housing Pension
Scheme (‘SHPS’). For the financial year ending on 31 March 2023, it has been possible to obtain
sufficient information to enable the company to account for the SHPS as a defined benefit scheme.

The Group’s share of scheme assets and liabilities are included in the Statement of Financial Position
and the expected cost of pensions is charged to the Statement of Total Comprehensive Income so as
to spread the cost of pensions over the service lives of employees. The liability for the benefits earned
by employees in return for service rendered in the current and prior periods is determined using a
number of assumptions, the determination of which is significant to the valuation.

The following are recognised in the Statement of Comprehensive Income: the net finance expense
measured using the discount rate applied in measuring the defined benefit obligation; the increase in the
present value of pension scheme liabilities arising from employee service in the current period (current
service cost); the increase in the present value of pension scheme liabilities as a result of benefit
improvements over the period during which such improvements vest (past service cost); gains and losses
arising on settlements / curtailments; and scheme administration costs. Actuarial gains and losses are
recognised in full in other comprehensive income in the period in which they occur.

Estimation uncertainty

Information about estimates and assumptions that have the most significant effect on recognition and
measurement of assets, liabilities, income and expenses is provided below. Actual results may be
substantially different.

Useful lives of depreciable assets

Management reviews its estimate of the useful lives of depreciable assets at each reporting date based
on the expected utility of the assets. Uncertainties in these estimates relate to technological
obsolescence that may change the utility of certain software and IT equipment and changes to decent
homes standards which may require more frequent replacement of key components. A 10% shortening
of all of the asset lives would increase the depreciation charge by £579,000 (2022: £608,000).
Accumulated depreciation at 31 March 2023 was £65,339,000 (2022: £60,374,000).

Pension Liability

The Group’s share of net liabilities for the Social Housing Pension Scheme (SHPS) is based on a
number of assumptions which are set out in note 29. A decrease in the discount rate of 0.1% would
increase the liability by £170,000. Adding one year to life expectancy would increase the liability by
£360,000.

Significant management judgements
The following are the significant management judgements made in applying the accounting policies of
the Group that have the most significant effect on the financial statements.

Capitalisation of property development costs

Distinguishing the point at which a project is more likely than not to continue, allowing capitalisation of
associated development costs requires judgement. The total amount of development salaries and
associated on costs capitalised in the year was £436,000 (2022: £449,000).
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

2. ACCOUNTING POLICIES (CONTINUED)
Impairment

The failure of a contractor at a scheme under development had required an impairment provision in the
previous financial year of £170,000, due to increased costs. A review of the recoverable amount of the
asset, by reference to its service potential utilising the depreciated replacement cost as at 31 March
2023 has determined that the provision is no longer required. This has resulted in the full reversal of
the impairment, as set out at note 12.

The following were considered to be indicators of potential impairments as at 31 March 2023:

1 Contractor failure

The failure of a contractor has resulted in the need to procure an additional contract to complete the
works on a scheme. The circumstances have led to the total scheme costs exceeding those anticipated
at the point the scheme was approved by £0.5m. However, the recovery from a bond and build cost
inflation means that the holding cost of £3.0m at 31 March 2023 remains below the depreciated
replacement cost and so no impairment is required.

2 Land held for future development

Land with a net book value of £0.8m at 31 March 2023 is held for future development. The expectation
is that the land will be used for an affordable housing scheme. A review has concluded that a scheme
could be delivered that meets the Group’s investment hurdle rate and so no impairment is required.

3 Fire safety works

Fire safety works are underway on a scheme to remedy identified defects with the original construction.
The works will increase the net book value of the scheme by £0.2m. The estimated selling price less cost
of selling the scheme is considered to be in excess of the carrying value.

4 Remedial working to tower block

A survey carried out by a prospective purchaser of a property owned by Hastoe identified the potential
for additional works of up to £2.5m. Whilst Hastoe has not yet verified the need for these works, or
quantified them, they are considered a trigger for potential impairment.

A review of the recoverable amount of the asset, by reference to its service potential utilising the
depreciated replacement cost as at 31 March 2023 has determined that an impairment is not required.

5 Unsold Shared Ownership properties and tenure conversion

Two shared ownership properties remain unsold at a scheme that completed in March 2022. One is now
under offer at above its holding cost. Whilst the other unsold unit is expected to be converted to an
affordable rent tenure. As the depreciated replacement cost is in excess of the holding cost, no impairment
is required.

6 Office Requirements

Office space is under-utilised following the change to working arrangements following implementation of
a hybrid working policy. No impairment is deemed necessary as the current market value of premises
exceeds the net book value of £2.2m at 31 March 2023.

Allocations of costs
The appropriate allocation of costs for mixed tenure developments, and furthermore the allocation of
costs relating to shared ownership between current and fixed assets.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

3. TURNOVER, COST OF SALES, OPERATING COSTS AND OPERATING SURPLUS

GROUP
Social housing lettings

Other social housing activities

First tranche sales

Leasehold ground rent/service charges
Development costs on abortive schemes
Other development costs not capitalised
Management services

Community development

Other

Non social housing activities
Leasehold/freehold service charges
Others

Gain on disposal of properties

GROUP
Social housing lettings

Other social housing activities

First tranche sales

Leasehold ground rent/service charges
Development costs on abortive schemes
Other development costs not capitalised
Management services

Community development

Other

Non social housing activities
Leasehold/freehold service charges
Open market sale

Others

Gain on disposal of properties

2023
Cost of Operating Operating
Turnover Sales Costs Surplus
£000 £000 £000 £000
31,543 - (18,136) 13,407
1,305 (888) - 417
78 - (20) 58
- - (52) (52)
- - (375) (375)
42 - (30) 12
- - (109) (109)
- - a7) a7)
1,425 (888) (603) (66)
820 - (792) 28
1,169 - (363) 806
1,989 - (1,156) 834
2,644
34,957 (888) (19,894) 16,819
2022
Cost of Operating Operating
Turnover Sales Costs Surplus
£000 £000 £000 £000
30,140 - (17,874) 12,266
1,488 (1,245) - 243
79 - (20) 59
- - (45) (45)
- - (286) (286)
40 - (38) 2
- - (119) (119)
- - (26) (26)
1,607 (1,245) (534) (172)
798 - (816) (18)
320 (288) - 32
871 - (314) 557
1,989 (288) (1,130) 571
2,234
33,736 (1,533) (19,538) 14,899
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

3. TURNOVER, COST OF SALES, OPERATING COSTS AND OPERATING SURPLUS

(CONTINUED)

ASSOCIATION

Social housing lettings

Other social housing activities

First tranche sales

Leasehold ground rent/service charges
Development costs on abortive schemes
Other development costs not capitalised
Management services

Community development

Others

Non social housing activities
Leasehold/freehold service charges
Others

Gain on disposal of properties

ASSOCIATION

Social housing lettings

Other social housing activities

First tranche sales

Leasehold ground rent/service charges
Development costs on abortive schemes
Other development costs not capitalised
Management services

Community development

Others

Non social housing activities
Leasehold/freehold service charges
Open market sales

Others

Gain on disposal of properties

2023
Cost of Operating Operating
Turnover Sales Costs Surplus
£000 £000 £000 £000
31,543 - (18,136) 13.407
1,305 (888) - 417
78 - (20) 58
- - (19) (19)
- - (190) (190)
847 - (809) 38
- - (109) (109)
- - (17) (17)
2,230 (888) (1,164) 178
820 - (792) 28
643 - (188) 455
1,463 - (980) 483
2,644
35,236 (888) (20,280) 16,712
2022
Cost of Operating Operating
Turnover Sales Costs Surplus
£000 £000 £000 £000
30,140 - (17,874) 12,266
1,488 (1,245) - 243
79 - (20) 59
- - (9) (9)
- - (158) (158)
782 - (775) 7
- - (119) (119)
- - (26) (26)
2,349 (1,245) (2,107) 3)
798 - (816) (18)
320 (288) - 32
662 - (138) 524
1,780 (288) (954) 538
2,234
34,269 (1,533) (19,935) 15,035
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

3. TURNOVER, COST OF SALES, OPERATING COSTS AND OPERATING SURPLUS
(CONTINUED)

PARTICULARS OF INCOME AND EXPENDITURE FROM SOCIAL HOUSING LETTINGS

General Shared 2023 2022
GROUP & ASSOCIATION Needs ownership Total Total
£000 £000 £000 £000

Rent receivable net of identifiable service
charges 25,478 3,137 28,615 27,249
Service charge income 832 280 1,112 1,048
Amortised government grant 1,741 75 1,816 1,843
Turnover from social housing lettings 28,051 3,492 31,543 30,140
Management (2,814) (389) (3,203) (3,315)
Service charge costs (1,126) (379) (1,505) (1,446)
Routine maintenance (4,752) - (4,752) (4,582)
Planned maintenance (1,183) - (1,183) (733)
Major repairs expenditure (1,490) - (1,490) (2,506)
Bad debts (118) - (118) (33)
Property lease charges 27) - 27) (29)
Depreciation of housing properties (5,473) - (5,473) (5,474)
g\_ccelerated depreciation on component (451) i (451) (332)

isposals

Impairment of housing properties - - - (170)
Reversal of impairment housing properties 170 - 170 875
Other costs (104) - (104) (129)
Operating costs on social housing lettings (17,368) (768) (18,136) (17,874)
Operating surplus on social housing lettings 10,683 2,724 13,407 12,266
Void losses 279 - 279 242
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
4. ACCOMMODATION IN MANAGEMENT

At the end of the year accommaodation in management for each class of accommodation was as follows:

GROUP AND ASSOCIATION 2022 Additions Disposals 2023
No. No.
Social housing
General needs - social rents 3,301 16 (8) 3,309
General needs - affordable rents 925 9 1) 933
Shared ownership 837 9 3) 843
Leasehold 271 - - 271
Total owned 5,334 34 (12) 5,356
Accommodation managed for others 10 - - 10
Total owned and managed 5,344 34 (12) 5,366
Non-social housing
Market rented 8 - 1) 7
Leasehold 2,083 11 - 2,094
Total owned 2,091 11 1) 2,101
Accommodation managed for others 302 - - 302
Total owned and managed 2,393 11 (1) 2,403

The Group owns 5 hostels (2022: 5) that are managed on its behalf, under management agreements,
by other bodies that contract with Supporting People Administering Authorities. The Group does not
carry the financial risk relating to the supported housing activities.

5. OPERATING SURPLUS

This is arrived at after charging:

GROUP ASSOCIATION

2023 2022 2023 2022

£000 £000 £000 £000
Operating surplus is stated after
charging/(crediting):
Grant amortised (1,816) (1,843) (1,816) (1,843)
Depreciation — housing properties 5,590 5,590 5,473 5,474
Depreciation — component replacement 451 334 451 334
Depreciation — other fixed assets 311 339 308 335
Impairment housing properties - 170 - 170
Reversal of impairment housing properties (170) (875) (170) (875)
Operating lease charges:
- Land & building 30 30 30 30
- Office equipment 15 24 15 24
- Motor vehicles 3 3 3 3
Auditors’ remuneration:
- in respect of audit services 134 67 121 45
- in respect of audit related assurance
services 15 16 9 16
Donations 4 3 4 3
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

6. SURPLUS ON SALE OF FIXED ASSETS — HOUSING PROPERTIES

GROUP ASSOCIATION
Shared Shared
ownership Other Total Total ownership Other Total Total
2023 2023 2023 2022 2023 2023 2023 2022
£000 £000 £000 £000 £000 £000 £000 £000
Disposal
proceeds 1,130 2,324 3,454 3,148 1,130 2,324 3,454 3,148
Cost of disposals (330) (265) (595) (696) (330) (265) (595) (696)
Selling costs (58) (69) (127) (122) (58) (69) (227) (122)
Grant recycled (88) - (88) (96) (88) - (88) (96)
654 1,990 2,644 2,234 654 1,990 2,644 2,234
7. INTEREST RECEIVABLE
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Interest receivable 40 35 37 36
From subsidiary undertaking - - 232 141
40 35 269 177
8. INTEREST PAYABLE AND FINANCING COSTS
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Loans and bank overdraft 11,108 11,039 11,108 11,039
Commitment fee on loans 179 182 179 182
Amortisation of loan issue costs 120 120 120 120
Movement in amortised cost of financial 290 145 290 145
instruments
Unwinding of discount factor on defined
benefit pension liability 63 68 63 68
11,760 11,554 11,760 11,554
Interest capitalised on construction
of housing properties (284) (195) (254) (195)
11,476 11,359 11,506 11,359
Capitalisation rate used to determine the finance 3.6% 3.6% 3.6% 3.6%

cost capitalised during the year
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
9. EMPLOYEES

Average monthly number of employees expressed in full time equivalents (calculated based on a
standard working week of 35 hours):

GROUP ASSOCIATION
FTE ANALYSIS 2023 2022 2023 2022
FTE FTE FTE FTE
Administration 25 24 25 24
Development 13 14 13 14
Operations 53 57 53 57
91 95 91 95
GROUP ASSOCIATION
EMPLOYEE COST 2023 2022 2023 2022
£000 £000 £000 £000
Staff costs (including directors) consist of:
Wages & salaries 3,880 3,871 3,880 3,871
Social security costs 440 404 440 404
Pension costs 252 260 252 260
4,572 4,535 4,572 4,535

NUMBER OF EMPLOYEES (FULL TIME EQUIVALENTS) WITH REMUNERATION OVER £60,000

GROUP AND ASSOCIATION

2023 2022

Band Employees Employees
£60,000 - £70,000 5 2
£70,001 - £80,000 2 -
£80,001 - £90,000 - 2
£90,001 - £100,000 1 2
£100,001 - £110,000 1 -
£120,001 - £130,000 1 -
£130,001 - £140,000 1 1
£160,001 - £170,000 1 1
12 8
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

10. BOARD MEMBERS AND EXECUTIVE DIRECTORS

Basic Benefits Pension 2023 2022

salary in kind contr'ns Total Total

£000 £000 £000 £000 £000

Executive directors 593 - 49 642 626
Non-executive directors 67 - - 67 70
660 5 49 709 696

The terms of payment for non-executive directors are set out in their agreement for services and follow
best practice in the sector.

The emoluments receivable by the executive directors are shown below:

Basic Benefits Pension 2023 2022

salary in kind contr'ns Total Total

£000 £000 £000 £000 £000

Andrew Potter 167 - 13 180 175
Georgina Parkinson 99 - 8 107 109
Mark Agnew 27 - 1 28 86
Kirsty McGivney 61 - 5 66 -
Ulrike Maccariello 100 - 9 109 106
William Roberts 139 - 13 152 150
593 - 49 642 626

The executive directors are members of the defined contribution Social Housing Pension Scheme.
They are ordinary members of the pension scheme and no enhanced or special terms apply. Hastoe
Housing Association Limited does not make any further contribution to an individual pension
arrangement for any of the executive directors.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

11. TAXATION
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Current Tax
Current tax on income for the period - - - -
Adjustment in respect of previous periods - - - -
Total current tax - - - -
GROUP ASSOCIATION
Reconciliation of tax recognised in income
and expenditure 2023 2022 2023 2022
£000 £000 £000 £000
Surplus on ordinary activities before taxation 5,610 3,627 5,702 3,905
Theoretical tax charged at 19% (2022: 19%) 1,066 689 1,083 742
Effects of
Surplus arising in charitable entities (1,088) (696) (1,105) (765)
Deferred tax not recognised 22 7 - -
Group relief (claimed) /surrendered - - 22 23

Adjustment in respect of prior periods -

Total tax

Factors that may affect future tax charges
The Group has tax losses of £286,000 as at 31 March 2023 (2022: £299,000) all of which may be set
against certain profits arising in future accounting periods. The resultant deferred tax asset of £71,000
as at 31 March 2023 (2022: £75,000) has not been recognised due to uncertainties as to the extent and
timing of its future recovery.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

12. TANGIBLE FIXED ASSETS — HOUSING PROPERTIES

Shared Completed
Social housing Social housing ownership shared
Land and properties held properties for properties ownership
residual for letting under under housing
GROUP Components building letting * construction construction properties Total
£000 £000 £000 £000 £000 £000 £000
Cost
At 1 April 2022 86,985 330,384 417,369 5,895 4,851 53,355 481,470
Additions - - - 5,067 2,887 - 7,954
Works to existing properties 3,113 - 3,113 - - - 3,113
Interest capitalised - - - 181 103 - 284
Schemes completed 923 4,581 5,504 (5,504) (844) 844 -
Disposals (1,397) (64) (1,461) - - (405) (1,866)
Reclassifications** (35) (281) (358) - - 358 42
At 31 March 2023 89,588 334,621 424,209 5,639 6,997 54,152 490,997
Depreciation and impairment
At 1 April 2022 37,010 26,169 63,179 - - - 63,179
Depreciation charged in year 3,518 2,072 5,590 - - - 5,590
Disposals (870) (20) (890) - - - (890)
Impairment reversed in the year (45) (125) (170) - - - (170)
Reclassifications** 30 (14) - - - - 16
At 31 March 2023 39,643 28,082 67,725 - - - 67,725
Net book value
At 31 March 2023 49,945 306,538 356,484 5,639 6,996 54,152 423,272
At 31 March 2022 49,975 304,215 354,190 5,895 4,851 53,355 418,291

* Included within the social housing properties held for letting, 5 hostels valued at £2,220,000 (2022: 5 units at £2,296,000) and 2 rent to home buy properties

valued at £221,000 (2022: 2 units at £223,000).

** Reclassification of costs mistakenly categorised as social housing properties or completed shared ownership properties, as well as reclassification of PV
panel components from other fixed assets as seen in note 13
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

12. TANGIBLE FIXED ASSETS — HOUSING PROPERTIES (CONTINUED)

ASSOCIATION

Cost

At 1 April 2022

Additions

Works to existing properties
Interest capitalised
Schemes completed
Disposals
Reclassification**

At 31 March 2023

Depreciation and impairment
At 1 April 2022

Depreciation charged in year
Disposals

Impairment reversed in the year
Reclassification**

At 31 March 2023

Net book value
At 31 March 2023
At 31 March 2022

* Included within the social housing properties held for letting, 5 hostels valued at £2,220,000 (2022: 5 units at £2,296,000) and 2 rent to home buy properties

Shared Completed

Social housing Social housing ownership shared

Land and properties held properties for properties ownership

residual for letting under under housing
Components building letting * construction construction properties Total
£000 £000 £000 £000 £000 £000 £000
85,558 333,045 418,603 4,225 3,811 54,200 480,839
- - - 5,168 2,999 - 8,167
3,113 - 3,113 - - - 3,113
- - - 166 88 - 254
923 4,900 5,823 (5,823) (918) 918 -
(1,397) (64) (1,461) - - (405) (1,866)
(77) (281) (358) 358 -
88,120 337,600 425,720 3,736 5,980 55,071 490,507
36,171 26,168 62,339 - - - 62,339
3,401 2,072 5,473 - - - 5,473
(870) (20) (890) - - - (890)
(45) (125) (170) - - (170)
14 (14) - - - -
38,671 28,081 66,752 - - - 66,752
49,449 309,519 358,968 3,736 5,980 55,071 423,755
49,387 306,877 356,264 4,225 3,811 54,200 418,500

valued at £221,000 (2022: 2 units at £223,000).
** Reclassification of costs mistakenly categorised as social housing properties or completed shared ownership properties
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
12. TANGIBLE FIXED ASSETS — HOUSING PROPERTIES (CONTINUED)

Completed housing properties historical cost, net of depreciation comprises:

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Freehold land and buildings 361,783 356,137 365,011 356,038
Long leasehold land and buildings 48,853 49,558 49,028 50,476
410,636 405,695 414,039 406,514
Expenditure on works to existing properties:
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Amounts capitalised (components) 3,113 2,164 3,113 2,164
Reversal of provision for fire safety remedial works - (3,885) - (3,885)
Amounts charged to income and expenditure account 7,425 7,821 7,425 7,821
10,538 6,100 10,538 6,100

Housing properties with a net book value of £203,431,000 are pledged as security for liabilities.
The following were considered to be indicators of potential impairments as at 31 March 2023:

1 Contractor failure

The failure of a contractor has resulted in the need to procure an additional contract to complete the works
on a scheme. The circumstances have led to the total scheme costs exceeding those anticipated at the
point the scheme was approved by £0.5m. However, the recovery from a bond and build cost inflation
means that the holding cost of £3.0m at 31 March 2023 remains below the depreciated replacement cost
and so no impairment is required.

2 Land held for future development

Land with a net book value of £0.8m at 31 March 2023 is held for future development. The expectation is
that the land will be used for an affordable housing scheme. A review has concluded that a scheme could
be delivered that meets the Group’s investment hurdle rate and so no impairment is required.

3 Fire safety works

Fire safety works are underway on a scheme to remedy identified defects with the original construction. The
works will increase the net book value of the scheme by £0.2m. The estimated selling price less cost of
selling the scheme is considered to be in excess of the carrying value.

4 Remedial work to a tower block

A survey carried out by a prospective purchaser of a property owned by Hastoe identified the potential for
additional works of up to £2.5m. Whilst Hastoe has not yet verified the need for these works, or quantified
them, they are considered a trigger for potential impairment.

A review of the recoverable amount of the asset, by reference to its service potential utilising the
depreciated replacement cost as at 31 March 2023 has determined that an impairment is not required.

Signed JB, LM, WR




Hastoe Housing Association Limited

Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

12. TANGIBLE FIXED ASSETS — HOUSING PROPERTIES (CONTINUED)

5 Unsold Shared Ownership properties and tenure conversion

Two shared ownership properties remain unsold at a scheme that completed in March 2022. One is now
under offer at above its holding cost. Whilst the other unsold unit is expected to be converted to an affordable
rent tenure. As the depreciated replacement cost is in excess of the holding cost, no impairment is required.

Social housing assistance:

Previously recognised in the
Statement of Comprehensive Income

Deferred capital grant (note 20)

13. TANGIBLE FIXED ASSETS - OTHER

GROUP

Cost

At 1 April 2022

Additions during year
Reclassification to
Housing Properties

At 31 March 2023

Depreciation
At 1 April 2022
Charge for the year

Reclassification to
Housing Properties

At 31 March 2023

Net book value
At 31 March 2023

At 31 March 2022

GROUP ASSOCIATION

2023 2022 2023 2022

£000 £000 £000 £000

29,567 27,758 29,567 27,758

129,120 128,770 129,120 128,770

158,687 156,528 158,687 156,528

Furniture Computer
and
Land and office equipment PV Total
equipme
building nt & software Panels
£000 £000 £000 £000 £000
2,744 320 3,412 46 6,522
- - 60 - 60
- - - (46) (46)
2,744 320 3,472 - 6,536

319 288 2,182 14 2,803
29 19 261 2 311
- - - (16) (16)
348 307 2,443 - 3,098
2,396 13 1,029 - 3,438
2,425 32 1,230 32 3,719
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Hastoe Housing Association Limited

Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

13. TANGIBLE FIXED ASSETS — OTHER (CONTINUED)

ASSOCIATION

Cost
At 1 April 2022
Additions during year

At 31 March 2023

Depreciation

At 1 April 2022
Charge for the year
At 31 March 2023

Net book value
At 31 March 2023
At 31 March 2022

Furniture Computer
Land and and office equipment Total
building equipment & software
£000 £000 £000 £000
2,744 320 3,330 6,394
- - 60 60
2,744 320 3,390 6,454
319 288 2,101 2,708
29 19 260 308
348 307 2,361 3016
2,396 13 1,029 3,438
2,425 32 1,229 3,686

Uncertainty over future office requirements was considered to be an indicator of impairment at 31 March

2023.

Office space has been under-utilised since the enforced changes to working arrangements as a result of
the pandemic. This under-utilisation is now permanent as the new hybrid working arrangements have been
put in place. However, no impairment is deemed necessary as the current market value of premises

exceeds the net book value.

14. TANGIBLE FIXED ASSETS — INVESTMENT PROPERTIES

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
At 1 April 4,305 4,253 4,305 4,253
Disposals (132) - (132) -
Revaluation in year 227 52 227 52
At 31 March 2022 4,400 4,305 4,400 4,305

The Group’s investment properties were subject to a full valuation on 31 March 2023, by independent
external valuers, Savills Chartered Surveyors, in accordance with the Appraisal and Valuation Manual of
the Royal Institution of Chartered Surveyors.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

14. TANGIBLE FIXED ASSETS — INVESTMENT PROPERTIES (CONTINUED)

In valuing housing properties, discounted cash flow methodology was adopted with key assumptions:

Real discount rate 5.25%- 5.75%
Annual inflation rate 2.0%
Level of annual rent increase 3.0%

15. INVESTMENT IN SUBSIDIARIES AND ASSOCIATED UNDERTAKINGS

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Investment in Hastoe Capital - - 50 50
Investment in Sustainable Homes - - 500 500
- - 550 550

As required by statute, the financial statements consolidate the results of Sustainable Homes Limited,
Hastoe Homes Limited, Homes Limited and Hastoe Capital plc all of which were subsidiaries of the
Association at the end of the year. The Association has the right to appoint members to the board of the
subsidiaries and thereby exercises control over them. Hastoe Housing Association Limited is the ultimate
parent undertaking.

Details of the subsidiaries are as follows:

Name of Company Principal Activities Country of Share Capital

Incorporation Held

Hastoe Homes Limited Design and build services England 100%

Hastoe Capital plc Special Purpose Vehicle for bond issue England 100%

Sustainable Homes Limited Build and sell homes England 100%

16. STOCK
GROUP ASSOCIATION

2023 2022 2023 2022

£000 £000 £000 £000

Completed - open market sale properties 392 392 392 392

Complgted - shared ownership 690 546 690 546
properties

Under construction - shared ownership 1,137 570 1,137 570
properties

2,219 1,508 2,219 1,508

Capitalised interest included in the above 77 59 77 59
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

17. DEBTORS
GROUP ASSOCIATION
2023 2022 2022 2022
£000 £000 £000 £000
Due within one year
Rental and service charge arrears 1,214 823 1,212 823
Provision for doubtful debts (598) (486) (598) (486)
616 337 614 337
Social housing grant receivable - 134 - 134
Other debtors 314 283 257 248
Amounts_ owed by subsidiary i i 4.155 4123
undertakings
Prepayments and accrued income 1,242 1,188 921 1,162
Amount due from leaseholders and
freeholders 1,079 938 1,079 938
3,251 2,880 7,026 6,942
18. CREDITORS: AMOUNTS FALLING DUE WITHIN ONE YEAR
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Loans and borrowings (note 22) 4,979 4,964 4,979 4,964
Accruals and deferred income 3,489 3,792 2,011 2,249
Sinking funds 3,569 3,267 3,569 3,267
Deferred capital grant (note 20) 1,882 1,890 1,882 1,890
Rent & service charges received in advance 975 930 975 930
Trade creditors 928 808 478 752
Other creditors 220 290 220 291
Amounts due to subsidiary undertakings - - 1,767 1,538
Recycled capital grant fund (note 21) 26 146 26 146
Grants received in advance 41 41 41 41
16,109 16,128 15,948 16,068
19. CREDITORS: AMOUNTS FALLING DUE AFTER MORE THAN ONE YEAR
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Loans and borrowings (note 22) 226,095 230,284 226,095 230,284
Deferred capital grant (note 20) 127,238 126,880 127,238 126,880
Recycled capital grant fund (note 21) 184 198 184 198
353,517 357,362 353,517 357,362

Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

20. DEFERRED CAPITAL GRANT

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
As at 1 April 128,770 129,631 128,770 129,631
Grants received during the year 2,166 1,139 2,166 1,139
Grant repaid in the year - (157) - (157)
Grants amortised during the year (1,816) (1,843) (1,816) (1,843)
At 31 March 129,120 128,770 129,120 128,770
Cg;(r)unts to be released within one 1,882 1,890 1,882 1,890
'grr]“eo;g;f to be released in more than 127,238 126,880 127,238 126,880
At 31 March 129,120 128,770 129,120 128,770
21. RECYCLED CAPITAL GRANT FUND
GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
As at 1 April 343 370 343 370
Grants recycled 88 96 88 96
Drawdown (216) (122) (216) (122)
Repaid (5) - (5) -
At 31 March 210 344 210 344
Closing balance consists of:
Homes England Fund 206 335 206 335
Greater London Authority Fund 4 9 4 9
210 344 210 344
Amount due for repayment to
Homes England/ Greater London
Authority
Within one year 26 146 26 146
Within 2 to 3 years 184 198 184 198
210 344 210 344
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

22. DEBT AND RELATED AMOUNTS

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Debt:
Outstanding principle amount 221,000 225,200 221,000 225,584
Cumulative movement in amortised cost 654 365 654 365
Amortised cost 221,654 225,565 221,654 225,949
Related amounts:
Premium on bond issues 10,848 11,232 10,848 10,848
Loan arrangement fees (1,428) (1,549) (1,428) (1,549)
Net housing loans due within one year and 231.074 235.248 231.074 235.248
after more than one year ' ' ' '
Housing loans repayable:
Within one year 4,979 4,964 4,979 4,964
One to two years 5,493 4,978 5,493 4,978
Two to five years 15,217 15,121 15,217 15,121
More than five years 205,385 210,185 205,385 210,185
226,095 230,284 226,095 230,284
231,074 235,248 231,074 235,248

Bank loans and bonds are secured by fixed charges on properties. The bond has a gross redemption value
of £150 million and is repayable via Hastoe Capital plc, a wholly owned subsidiary of Hastoe Housing

Association Limited, in March 2042.

The Group’s loans along with key terms are summarised in the table below:

Santander

Value (£'000) 500

Interest Rate 4.20%

Variable

March

Maturity 2025
Repayment Profile

(£'000)

Within 1 year -

1-2 Years 500

2-5 Years -

After 5 years -

Barclays
33,750
2.4% - 6.0%

Fixed & Variable

April 2037

2,250
2,250
6,750
22,500

HBOS
36,750
1.3% - 5.6%
Fixed

June 2037

2,450
2,450
7,350
24,500

Bond
150,000
5.60%
Fixed

March 2042

150,000

At 31 March 2023, the Group had undrawn committed loan facilities of £37 million (2022: £38 million) and

cash holdings of £4 million (2022: £7 million).
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
22. DEBT AND RELATED AMOUNTS (CONTINUED)

The bank loans are repaid in quarterly and half-yearly instalments at rates of interest ranging from 1.3% to
6.0%. The proportion of drawn debt on fixed and floating rates is as follows:

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Fixed rate 210,904 213,449 210,904 213,449
Floating rate 10,750 12,500 10,750 12,500
221,654 225,949 221,654 225,949

Financial risk management

Risk management objectives and policies

The Hastoe Housing Association Limited Group Board govern the treasury activities of all the Group’s legal
entities. The Association’s treasury function is responsible for the management of funds and control of
associated risks. The treasury function does not operate as a profit centre.

Counterparty risk

It is recognised that movements in interest rates and inflation can put financial institutions under increased
stress due to a prolonged period of loan defaults. The failure of a Group treasury counterparty is deemed
a low risk, and the treasury function will continue to ensure that cash balances held are spread over a
number of counterparties.

Interest rate risk

Hastoe Capital plc borrows funds on a fixed rate basis from the capital markets and then on-lends these
funds to Hastoe Housing Association Limited on a similar fixed rate basis and as such there is no interest
rate risk to the Group in relation to the bond.

Credit risk

The main risk facing the Group is that it will be unable to make its interest or principal payments when they
fall due. This risk is through funding being arranged under a secured loan agreement, which is backed by
housing assets of Hastoe Housing Association Limited.

Hastoe Housing Association Limited benefits from ‘A3’ credit rating from Moody’s Investor Services.

23. NON-EQUITY SHARE CAPITAL

ASSOCIATION
2023 2022
£ £
At 1 April 12 10
Issued in year 1 3
Cancelled in year (5) (1)
At 31 March 8 12

The shares provide members with the right to vote at general meetings, but do not provide any rights to
dividends or distributions on a winding up.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

24. FINANCIAL COMMITMENTS

Capital expenditure commitments were as follows:

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Capl_tal expe.ndlturel contr'acted for but not 7573 6.239 7573 6.239
provided for in the financial statement
Capital expenditure which has been
authorised by the Board but not yet contracted 32,496 55,356 32,496 55,356

for

The above commitments will be funded by cash holdings and borrowings of £26.0 million, property sales
of £3.2 million and social housing grant of £10.7 million.

Operating leases
Non-cancellable operating lease rentals are payable as follows:

GROUP ASSOCIATION
2023 2022 2023 2022
£000 £000 £000 £000
Within one year 20 36 20 36
One to five years 8 23 8 23
28 59 28 59

25. CONTINGENT LIABILITIES

Pension

The Group was notified in 2021 by the Trustee of the Pension Scheme (see note 29) that it had performed a
review of the changes made to the Scheme’s benefits over the years and the result is that there is uncertainty
surrounding some of these changes.

The Trustee has been advised to seek clarification from the Court on these items. This process is ongoing and
the matter is unlikely to be resolved before late 2024 at the earliest. It is estimated that this could potentially
increase the value of the full Scheme liabilities by £155m. We note that this estimate has been calculated as at
30 September 2022 on the Scheme’s Technical Provisions basis.

Until the Court direction is received, it is unknown whether the full (or any) increase in liabilities will apply, and
therefore, in line with the prior year, no adjustment has been made in these financial statements in respect of
this.

Fire safety

An external wall assessment on a block owned by the Group has identified that remedial works will be required
to rectify issues relating to insulation. The same issue is also expected to apply to another block on the same
scheme.

Having taken legal advice, it is expected that the contractor that installed the insulation will bear the liability for
any such works that are required to rectify the issue. The cost of the remedial works is unknown. As such, no
adjustment has been made in these financial statements to reflect any liability.

The Group and Association had no other material contingent liabilities at 31 March 2023 (2022: nil).

Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

26. RECONCILIATION OF NET CASH FLOW TO MOVEMENT IN NET DEBT

2023 2022
GROUP £000 £000
Decrease in cash (4,592) (8,653)
Cash outflow from decrease in debt and lease finance 4,200 5,104
Decrease/(increase) in net debt from cash flows (392) (3,549)
Movement in amortised cost of financial instruments (276) (145)
Amortisation of premium on bond issue 384 370
Amortisation of issue costs (120) (120)
(12) 105
Total changes in net debt for the year (404) (3,444)
Net debt at 1 April (223,499) (220,055)
Net debt at 31 March (223,903) (223,499)
27. ANALYSIS OF NET DEBT
1 April Non-cash 31 March
GROUP 2022 Cashflow movement 2023
£000 £000 £000 £000
Cash and cash equivalent 7,463 (3,292) - 4,171
Short term investments 4,300 (1,300) - 3,000
Loans (235,262) 4,200 (12) (231,074)
Change in net debt (223,499) (392) (12) (223,903)

28. RELATED PARTIES

The following table summarises the companies in the Group and their legal status:

Company Legal Status

Hastoe Housing Association Limited Registered Social Housing Provider

Hastoe Capital plc Unlisted Public Limited Company

Hastoe Homes Limited Company Limited by Shares

Sustainable Homes Limited Company Limited by Shares

All subsidiaries are wholly owned by the parent company, Hastoe Housing Association Limited.

Hastoe Housing Association Limited is registered with and regulated by the Regulator of Social Housing.
The activities of Hastoe Homes Limited, Sustainable Homes Limited and Hastoe Capital plc are not
regulated. Charges for development services made by Hastoe Homes Limited are subject to 14 day
payment terms with a commercial mark-up applied to the charges. Interest charges made by Hastoe
Capital plc match its funding costs.
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS
28 RELATED PARTIES (CONTINUED)

At 31 March 2023 Hastoe Housing Association Limited owed Hastoe Homes Limited £1,592,000 (2022:
£1,363,000) relating to design and build services. During the year Hastoe Homes made charges of
£9,144,000 to Hastoe Housing Association Limited (2022: £11,788,000). Hastoe Housing Association
Limited made charges of £771,000 to Hastoe Homes Limited (2022: £731,000).

Hastoe Housing Association Limited has loaned £4,155,000 to Sustainable Homes Limited (2022:
£4,123,000). Interest on the loan is charged at a current rate of Sonia plus 3.25% and has a maturity date
of October 2027. During the year Hastoe Housing Association Limited made charges of £8,000 to
Sustainable Homes Limited (2022: £8,000).

At 31 March 2023, Hastoe Housing Association Limited owed £160,885,000 to Hastoe Capital plc (2022:
£161,269,000) relating to the on lending of a fixed rate bond repayable in full in March 2042. During the
year Hastoe Capital plc charged £8,016,000 for interest on loans (2022: £8,053,000).

Hastoe Housing Association Limited is the corporate trustee of Gaymer Memorial Cottages, a registered
charity that owns four homes which are managed by Hastoe Housing Association Limited. At 31 March
2023, Gaymer Memorial Cottages owed Hastoe Housing Association Limited £nil (2022:£nil) relating to
working capital balances repayable on demand. Hastoe Housing Association Limited charged £4,000 for
services provided to Gaymer Memorial Cottages (2022: £4,000).

Hastoe Housing Association Limited is the corporate trustee of the Bernard Herridge Charity, a registered
charity that owns six homes which are managed by Hastoe Housing Association Limited. At 31 March
2023, Bernard Herridge Charity owed Hastoe Housing Association Limited £13,000 (2022: £12,000)
relating to working capital balances repayable on demand. During the year, Hastoe Housing Association
Limited charged £38,000 (2022: £36,000) for services provided to the Bernard Herridge Charity.

The aggregate amount of emoluments paid to key management personnel during the year was £709,000
(2022: £696,000).

Julie Pearce-Martin is a board member and a tenant. Her tenancy is on hormal commercial terms and she
is not able to use her position to her advantage. The rent charged in the year was £9,189 and there was
no amount owed at the year end.

29. PENSION LIABILITY

The company patrticipates in the Social Housing Pension Scheme (the Scheme), a multi-employer scheme
which provides benefits to some 500 non-associated employers. The Scheme is a defined benefit scheme
in the UK. The Scheme is subject to the funding legislation outlined in the Pensions Act 2004 which came
into force on 30 December 2005. This, together with documents issued by the Pensions Regulator and
Technical Actuarial Standards issued by the Financial Reporting Council, set out the framework for funding
defined benefit occupational pension schemes in the UK.

The last completed triennial valuation of the scheme for funding purposes was carried out as at 30
September 2020. This valuation revealed a deficit of £1,560m. A Recovery Plan has been put in place with
the aim of removing this deficit by 31 March 2028.

The Scheme is classified as a 'last-man standing arrangement'. Therefore the company is potentially liable
for other participating employers' obligations if those employers are unable to meet their share of the
scheme deficit following withdrawal from the Scheme. Participating employers are legally required to meet
their share of the Scheme deficit on an annuity purchase basis on withdrawal from the Scheme.

For accounting purposes, a valuation of the scheme is carried out with an effective date of 30 September
each year. The liability figures from this valuation are rolled forward for accounting year-ends from the
following 31 March to 28 February inclusive.

Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

29. PENSION LIABILITY (CONTINUED)

The latest accounting valuation was carried out with an effective date of 30 September 2022. The liability
figures from this valuation were rolled forward for accounting year-ends from the following 31 March 2023
to 29 February 2024 inclusive.

Financial markets were extremely volatile over quarter 4 of 2022 due to the fallout from the mini-budget
announced in September. The material increase in UK Government Bond (Gilt) yields led to a reduction in
the overall size of the Scheme — both assets and liabilities. The Scheme’s investment strategy utilises
liability driven investment (LDI) assets to match the expected development in the Scheme’s liabilities for
changes in interest rates and inflation expectations and thus reduce the level of funding risk within the
Scheme. The remainder of the Scheme’s assets are invested in a combination of ‘Growth’ and ‘Matching
Plus’ assets which aim to outperform the assumptions underlying the Scheme’s liabilities. The Growth
assets have produced strong returns over the period but the Matching Plus assets have faced significant
headwinds due to the rise in yields. Asset values have reduced due to the hedging in place, however liability
values have also fallen over the period.

The liabilities are compared, at the relevant accounting date, with the company’s fair share of the Scheme’s
total assets to calculate the company’s net deficit or surplus

FAIR VALUE OF PLAN ASSETS, PRESENT VALUE OF DEFINED BENEFIT OBLIGATION, AND
DEFINED BENEFIT ASSET (LIABILITY)

2023 2022
£000 £000
Fair value of plan assets 10,971 16,196
Present value of defined benefit obligation 13,314 18,706
Deficit in plan (2,343) (2,510)
Defined benéefit liability to be recognised (2,343) (2,510)

RECONCILIATION OF OPENING AND CLOSING BALANCES OF THE DEFINED
BENEFIT OBLIGATION

Year ended Year ended

31 March 2023 31 March 2022

£000 £000

Defined benefit obligation at start of period 18,706 19,593

Expenses 14 14

Interest expense 515 416

Actuarial losses (gains) due to scheme experience (335) 813
Actuarial gains due to changes in demographic

assumptions (36) (322)

Actuarial gain due to changes in financial assumptions (5,054) (1,286)

Benefits paid and expenses (496) (522)

Defined benefit obligation at end of period 13,314 18,706

Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

29. PENSION LIABILITY (CONTINUED)

RECONCILIATION OF OPENING AND CLOSING BALANCES OF THE FAIR
VALUE OF PLAN ASSETS

gain (loss)

Year ended Year ended
31 March 2023 31 March 2022
£000 £000
Fair value of plan assets at start of period 16,196 16,208
Interest income 452 348
Experlence on plan assets (excluding amounts in interest (5.720) (352)
income) — loss
Employer contributions 539 514
Benefits paid and expenses (496) (522)
Fair value of plan assets at end of period 10,971 16,196
DEFINED BENEFIT COSTS RECOGNISED IN STATEMENT OF
COMPREHENSIVE INCOME (SOCI)
Year ended Year ended
31 March 2022 31 March 2022
£000 £000
Expenses 14 14
Net interest expense 63 35
Defined benefit costs recognised in Statement of
Comprehensive Income 77 49
(SoCl)
Year ended Year ended
31 March 2023 31 March 2022
£000 £000
Exp_erlence on plan assets (excluding amounts included in (5,720) (352)
net interest cost) — loss
Ex.perlence gains and losses arising on the plan liabilities — 335 (813)
gain (loss)
Effects of changes in the demographic assumptions
underlying the present value of 36 322
the defined benefit obligation - gain
Effects of changes in the financial assumptions underlying
the present value of the 5,054 1,286
defined benefit obligation - gain
Total actuarial gains and losses (before restriction due to
some of the surplus not (295) 443
being recognisable) - gain (loss)
Total amount recognised in Other Comprehensive Income - (295) 443

Transaction 09222115557501117154
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Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

29. PENSION LIABILITY (CONTINUED)

ASSETS

2023 2022

£000 £000
Global Equity 205 3,108
Absolute Return 119 650
Distressed Opportunities 332 580
Credit Relative Value 414 538
Alternative Risk Premia 20 534
Fund of Hedge Funds - -
Emerging Markets Debt 59 471
Risk Sharing 808 533
Insurance-Linked Securities 277 378
Property 472 437
Infrastructure 1,253 1,154
Private Debt 488 415
Opportunistic llliquid Credit 469 544
High Yield 138 140
Opportunistic Credit 1 58
Cash 79 55
Corporate Bond Fund - 1,080
Liquid Credit - -
Long Lease Property 331 417
Secured Income 504 603
Liability Driven Investment 5,053 4,519
Currency Hedging 21 (63)
Net Current Assets 28 45
Total assets 11,071 16,196

None of the fair values of the assets shown above include any direct investments in the employer’s own
financial instruments or any property occupied by, or other assets used by, the employer.

KEY ASSUMPTIONS

2023 2022

% per annum % per annum

Discount Rate 4.88% 2.79%
Inflation (RPI) 3.20% 3.62%
Inflation (CPI) 2.74% 3.21%
Salary Growth 3.74% 4.21%
Allowance for commutation of pension for cash at retirement 75% of maximum 75% of maximum
allowance allowance

Transaction 09222115557501117154 Signed JB, LM, WR




Hastoe Housing Association Limited
Year ended 31 March 2023

NOTES TO THE FINANCIAL STATEMENTS

29. PENSION LIABILITY (CONTINUED)

The mortality assumptions adopted at 31 March 2023 imply the following life expectancies:

Life expectancy at age 65

(Years)
Male retiring in 2023 21.0
Female retiring in 2023 23.4
Male retiring in 2043 22.2
Female retiring in 2043 24.9

The Group was notified in 2021 by the Trustee of the Pension Scheme (see note 29) that it had performed a
review of the changes made to the Scheme’s benefits over the years and the result is that there is uncertainty
surrounding some of these changes.

The Trustee has been advised to seek clarification from the Court on these items. This process is ongoing and
the matter is unlikely to be resolved before late 2024 at the earliest. It is estimated that this could potentially
increase the value of the full Scheme liabilities by £155m. We note that this estimate has been calculated as at
30 September 2022 on the Scheme’s Technical Provisions basis.

Until the Court direction is received, it is unknown whether the full (or any) increase in liabilities will apply, and
therefore, in line with the prior year, no adjustment has been made in these financial statements in respect of
this.

30. POST BALANCE SHEET EVENTS

There were no other material post balance sheet events.

Transaction 09222115557501117154 Signed JB, LM, WR
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-09-21 10:28:05.890141 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      82.113.227.146

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Morgan Thomas (MT) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2023-09-22 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-09-21 10:28:05.890141 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (john_bruton@hotmail.com) to John Bruton (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Dear all,

With apologies, please see the enclosed 2022-23 financial statements for re-signing, with date fields now added as requested by BDO.

Please let me know if you need anything further.

Many Thanks,

Morgan Thomas
Head of Finance

      


    

  



  

  

    		2023-09-21 10:28:05.890141 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lindy.j.morgan@gmail.com) to Lindy Morgan (LM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Dear all,

With apologies, please see the enclosed 2022-23 financial statements for re-signing, with date fields now added as requested by BDO.

Please let me know if you need anything further.

Many Thanks,

Morgan Thomas
Head of Finance

      


    

  



  

  

    		2023-09-21 10:28:05.890141 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (wroberts@hastoe.com) to Will Roberts (WR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Dear all,

With apologies, please see the enclosed 2022-23 financial statements for re-signing, with date fields now added as requested by BDO.

Please let me know if you need anything further.

Many Thanks,

Morgan Thomas
Head of Finance

      


    

  



  

  

    		2023-09-21 10:28:37.555993 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      45.33.158.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The party Will Roberts (WR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-09-21 10:28:44.180311 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      54.37.100.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The party Will Roberts (WR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-09-21 10:28:44.855709 UTC ±3 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      82.113.227.146

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The party Will Roberts (WR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-09-21 10:29:14.008044 UTC ±4 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      82.113.227.146

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Will Roberts (WR) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		33		0.785		0.820



 

      


    

  



  

  

    		2023-09-21 10:29:14.008044 UTC ±4 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      82.113.227.146

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Will Roberts (WR) signed the document.

      


    

  



  

  

    		2023-09-21 10:31:01.44653 UTC ±5 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      5.148.31.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36

      

    

    		

      

        The party Lindy Morgan (LM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-09-21 10:31:41.481748 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      92.40.217.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party John Bruton (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-09-21 10:31:41.775585 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to john_bruton@hotmail.com was opened.

      


    

  



  

  

    		2023-09-21 10:31:56.662025 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      5.148.31.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lindy Morgan (LM) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		22		0.121		0.427



 

      


    

  



  

  

    		2023-09-21 10:31:56.662025 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      5.148.31.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lindy Morgan (LM) signed in the signature box “signature 2”.
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The box’s placement in the Main Document:		Page		X		Y

		33		0.121		0.828



 

      


    

  



  

  

    		2023-09-21 10:31:56.662025 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      5.148.31.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lindy Morgan (LM) signed the document.

      


    

  



  

  

    		2023-09-21 10:32:20.862937 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      92.40.217.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory John Bruton (JB) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		33		0.427		0.817



 

      


    

  



  

  

    		2023-09-21 10:32:20.862937 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      92.40.217.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory John Bruton (JB) signed the document.

      


    

  



  

  

    		2023-09-21 10:32:20.862937 UTC ±6 ms

    		2023-09-21 10:25:43.893599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.73 ms

		standard deviation: 2.27 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈70.422%

		|e| < 5 ms: ≈96.397%

		|e| < 10 ms: ≈99.998%



5. Clock Error Samples

The following are the clock error samples collected between 2023-08-10 18:45:25.947001 UTC and 2023-09-21 10:25:43.893599 UTC:







  		Time collected

  		Clock offset







  

    		2023-08-10 18:45:25.947001

    		-2.5 ms

  





  

    		2023-08-10 19:45:28.985505

    		1.0 ms

  





  

    		2023-08-10 20:45:31.026435

    		-1.3 ms

  





  

    		2023-08-10 21:45:33.017858

    		-0.4 ms

  





  

    		2023-08-10 22:45:35.111748

    		-0.4 ms

  





  

    		2023-08-10 23:45:37.321815

    		0.8 ms

  





  

    		2023-08-11 00:45:39.445276

    		4.8 ms

  





  

    		2023-08-11 01:45:42.886341

    		-0.5 ms

  





  

    		2023-08-11 02:45:46.199181

    		-3.0 ms

  





  

    		2023-08-11 03:45:47.968001

    		-0.4 ms

  





  

    		2023-08-11 04:45:49.874939

    		0.7 ms

  





  

    		2023-08-11 05:45:52.423781

    		-0.5 ms

  





  

    		2023-08-11 06:45:55.965108

    		-2.4 ms

  





  

    		2023-08-11 07:45:58.97794

    		1.6 ms

  





  

    		2023-08-11 08:46:00.657543

    		2.7 ms

  





  

    		2023-08-11 09:46:02.665179

    		0.8 ms

  





  

    		2023-08-11 10:46:05.101433

    		2.0 ms

  





  

    		2023-08-11 11:46:07.718532

    		4.0 ms

  





  

    		2023-08-11 12:46:09.16185

    		1.5 ms

  





  

    		2023-08-11 13:46:12.584718

    		-0.7 ms

  





  

    		2023-08-11 14:46:15.702415

    		-1.3 ms

  





  

    		2023-08-11 15:46:18.929513

    		-2.5 ms

  





  

    		2023-08-11 16:46:22.678286

    		-4.4 ms

  





  

    		2023-08-11 17:46:25.947101

    		-1.6 ms

  





  

    		2023-08-11 18:46:29.541346

    		-0.2 ms

  





  

    		2023-08-11 19:46:32.825603

    		-2.2 ms

  





  

    		2023-08-11 20:46:37.044146

    		-0.8 ms

  





  

    		2023-08-11 21:46:40.401378

    		-1.5 ms

  





  

    		2023-08-11 22:46:42.382164

    		-0.8 ms

  





  

    		2023-08-11 23:46:46.482105

    		2.1 ms

  





  

    		2023-08-12 00:46:48.043885

    		3.2 ms

  





  

    		2023-08-12 01:46:49.621641

    		6.2 ms

  





  

    		2023-08-12 02:46:51.457099

    		2.5 ms

  





  

    		2023-08-12 03:46:55.679772

    		1.1 ms

  





  

    		2023-08-12 04:46:59.462704

    		1.6 ms

  





  

    		2023-08-12 05:47:03.31656

    		-2.1 ms

  





  

    		2023-08-12 06:47:06.267202

    		0.7 ms

  





  

    		2023-08-12 07:47:08.48483

    		1.8 ms

  





  

    		2023-08-12 08:47:10.023822

    		1.4 ms

  





  

    		2023-08-12 09:47:11.444607

    		-0.8 ms

  





  

    		2023-08-12 10:47:12.991474

    		0.9 ms

  





  

    		2023-08-12 11:47:14.674675

    		-3.6 ms

  





  

    		2023-08-12 12:47:16.263484

    		-0.1 ms

  





  

    		2023-08-12 13:47:18.407782

    		-0.6 ms

  





  

    		2023-08-12 14:47:20.017981

    		-0.3 ms

  





  

    		2023-08-12 15:47:21.455872

    		3.5 ms

  





  

    		2023-08-12 16:47:23.076771

    		2.4 ms

  





  

    		2023-08-12 17:47:24.863843

    		-1.0 ms

  





  

    		2023-08-12 18:47:27.494337

    		-2.3 ms

  





  

    		2023-08-12 19:47:30.932413

    		-0.7 ms

  





  

    		2023-08-12 20:47:34.297289

    		0.2 ms

  





  

    		2023-08-12 21:47:36.062847

    		0.3 ms

  





  

    		2023-08-12 22:47:39.723939

    		0.4 ms

  





  

    		2023-08-12 23:47:41.729243

    		2.7 ms

  





  

    		2023-08-13 00:47:44.743196

    		3.8 ms

  





  

    		2023-08-13 01:47:46.853865

    		0.6 ms

  





  

    		2023-08-13 02:47:50.034051

    		0.9 ms

  





  

    		2023-08-13 03:47:52.30864

    		-1.2 ms

  





  

    		2023-08-13 04:47:53.864221

    		1.5 ms

  





  

    		2023-08-13 05:47:57.904102

    		3.4 ms

  





  

    		2023-08-13 06:47:59.853498

    		0.1 ms

  





  

    		2023-08-13 07:48:01.348335

    		-1.5 ms

  





  

    		2023-08-13 08:48:04.099362

    		-4.5 ms

  





  

    		2023-08-13 09:48:06.474348

    		-2.9 ms

  





  

    		2023-08-13 10:48:08.532347

    		0.4 ms

  





  

    		2023-08-13 11:48:10.529825

    		2.3 ms

  





  

    		2023-08-13 12:48:13.615962

    		-0.3 ms

  





  

    		2023-08-13 13:48:15.661316

    		-0.9 ms

  





  

    		2023-08-13 14:48:17.623093

    		-1.2 ms

  





  

    		2023-08-13 15:48:19.103993

    		-2.8 ms

  





  

    		2023-08-13 16:48:20.93969

    		-1.8 ms

  





  

    		2023-08-13 17:48:23.619235

    		1.0 ms

  





  

    		2023-08-13 18:48:26.948365

    		2.6 ms

  





  

    		2023-08-13 19:48:28.424883

    		0.7 ms

  





  

    		2023-08-13 20:48:31.346985

    		2.6 ms

  





  

    		2023-08-13 21:48:33.055591

    		0.6 ms

  





  

    		2023-08-13 22:48:36.535007

    		-3.1 ms

  





  

    		2023-08-13 23:48:39.57452

    		-3.9 ms

  





  

    		2023-08-14 00:48:41.872994

    		1.0 ms

  





  

    		2023-08-14 01:48:44.876695

    		3.6 ms

  





  

    		2023-08-14 02:48:46.526061

    		0.2 ms

  





  

    		2023-08-14 03:48:49.261577

    		1.0 ms

  





  

    		2023-08-14 04:48:52.619163

    		0.5 ms

  





  

    		2023-08-14 05:48:55.872634

    		1.5 ms

  





  

    		2023-08-14 06:48:57.702439

    		2.3 ms

  





  

    		2023-08-14 07:48:59.473322

    		3.9 ms

  





  

    		2023-08-14 08:49:00.987627

    		3.7 ms

  





  

    		2023-08-14 09:49:02.647936

    		3.0 ms

  





  

    		2023-08-14 10:49:04.235778

    		1.2 ms

  





  

    		2023-08-14 11:49:05.944997

    		1.3 ms

  





  

    		2023-08-14 12:49:07.463104

    		2.9 ms

  





  

    		2023-08-14 13:49:09.932623

    		4.5 ms

  





  

    		2023-08-14 14:49:11.78089

    		0.5 ms

  





  

    		2023-08-14 15:49:13.357659

    		2.0 ms

  





  

    		2023-08-14 16:49:15.266066

    		-0.4 ms

  





  

    		2023-08-14 17:49:18.07837

    		-1.5 ms

  





  

    		2023-08-14 18:49:21.302302

    		-0.4 ms

  





  

    		2023-08-14 19:49:24.569389

    		-2.1 ms

  





  

    		2023-08-14 20:49:27.149333

    		-1.9 ms

  





  

    		2023-08-14 21:49:28.60849

    		-0.7 ms

  





  

    		2023-08-14 22:49:30.673506

    		-1.7 ms

  





  

    		2023-08-14 23:49:32.232564

    		-0.3 ms

  





  

    		2023-08-15 00:49:36.085246

    		-1.7 ms

  





  

    		2023-08-15 01:49:37.810164

    		-1.7 ms

  





  

    		2023-08-15 02:49:39.359029

    		-0.3 ms

  





  

    		2023-08-15 03:49:43.235586

    		1.1 ms

  





  

    		2023-08-15 04:49:46.507244

    		1.9 ms

  





  

    		2023-08-15 05:49:50.252262

    		2.9 ms

  





  

    		2023-08-15 06:49:53.232929

    		-0.7 ms

  





  

    		2023-08-15 07:49:56.296435

    		-1.5 ms

  





  

    		2023-08-15 08:49:58.292115

    		1.1 ms

  





  

    		2023-08-15 09:50:00.837978

    		-0.2 ms

  





  

    		2023-08-15 10:50:03.58329

    		2.9 ms

  





  

    		2023-08-15 11:50:05.544293

    		-0.7 ms

  





  

    		2023-08-15 12:50:08.354178

    		-0.8 ms

  





  

    		2023-08-15 13:50:10.976671

    		-0.7 ms

  





  

    		2023-08-15 14:50:13.582138

    		0.7 ms

  





  

    		2023-08-15 15:50:15.430274

    		-4.7 ms

  





  

    		2023-08-15 16:50:18.765465

    		-2.1 ms

  





  

    		2023-08-15 17:50:22.092377

    		-0.2 ms

  





  

    		2023-08-15 18:50:26.110842

    		-1.3 ms

  





  

    		2023-08-15 19:50:29.278233

    		1.4 ms

  





  

    		2023-08-15 20:50:32.84097

    		2.8 ms

  





  

    		2023-08-15 21:50:34.687486

    		2.6 ms

  





  

    		2023-08-15 22:50:37.737995

    		0.4 ms

  





  

    		2023-08-15 23:50:41.01067

    		-2.8 ms

  





  

    		2023-08-16 00:50:42.64729

    		-0.7 ms

  





  

    		2023-08-16 01:50:44.307005

    		-0.5 ms

  





  

    		2023-08-16 02:50:48.057161

    		1.4 ms

  





  

    		2023-08-16 03:50:49.697949

    		-2.2 ms

  





  

    		2023-08-16 04:50:51.361263

    		0.7 ms

  





  

    		2023-08-16 05:50:52.818633

    		0.6 ms

  





  

    		2023-08-16 06:50:56.769643

    		1.1 ms

  





  

    		2023-08-16 07:50:59.124636

    		4.6 ms

  





  

    		2023-08-16 08:51:01.145599

    		5.1 ms

  





  

    		2023-08-16 09:51:03.140355

    		4.3 ms

  





  

    		2023-08-16 10:51:05.022754

    		1.6 ms

  





  

    		2023-08-16 11:51:07.225114

    		0.4 ms

  





  

    		2023-08-16 12:51:08.968873

    		0.3 ms

  





  

    		2023-08-16 13:51:10.502531

    		-0.3 ms

  





  

    		2023-08-16 14:51:12.665353

    		-0.8 ms

  





  

    		2023-08-16 15:51:15.780671

    		-0.5 ms

  





  

    		2023-08-16 16:51:18.26554

    		0.4 ms

  





  

    		2023-08-16 17:51:19.798006

    		0.1 ms

  





  

    		2023-08-16 18:51:22.92835

    		3.3 ms

  





  

    		2023-08-16 19:51:26.574805

    		-1.6 ms

  





  

    		2023-08-16 20:51:28.384799

    		-4.2 ms

  





  

    		2023-08-16 21:51:30.237007

    		-2.6 ms

  





  

    		2023-08-16 22:51:31.725507

    		0.0 ms

  





  

    		2023-08-16 23:51:34.184036

    		3.5 ms

  





  

    		2023-08-17 00:51:36.416746

    		4.0 ms

  





  

    		2023-08-17 01:51:38.047117

    		6.0 ms

  





  

    		2023-08-17 02:51:40.887203

    		5.0 ms

  





  

    		2023-08-17 03:51:42.384802

    		4.6 ms

  





  

    		2023-08-17 04:51:46.433482

    		1.2 ms

  





  

    		2023-08-17 05:51:50.203817

    		-2.3 ms

  





  

    		2023-08-17 06:51:52.150563

    		0.0 ms

  





  

    		2023-08-17 07:51:53.600101

    		1.3 ms

  





  

    		2023-08-17 08:51:55.054164

    		3.6 ms

  





  

    		2023-08-17 09:51:56.881076

    		1.8 ms

  





  

    		2023-08-17 10:51:58.758136

    		-0.4 ms

  





  

    		2023-08-17 11:52:02.13035

    		0.3 ms

  





  

    		2023-08-17 12:52:04.391155

    		1.1 ms

  





  

    		2023-08-17 13:52:06.462262

    		0.9 ms

  





  

    		2023-08-17 14:52:08.393287

    		0.1 ms

  





  

    		2023-08-17 15:52:10.39029

    		2.1 ms

  





  

    		2023-08-17 16:52:14.035225

    		-0.2 ms

  





  

    		2023-08-17 17:52:16.193851

    		1.5 ms

  





  

    		2023-08-17 18:52:18.294652

    		5.5 ms

  





  

    		2023-08-17 19:52:21.638995

    		3.9 ms

  





  

    		2023-08-17 20:52:23.663028

    		1.3 ms

  





  

    		2023-08-17 21:52:25.85719

    		1.4 ms

  





  

    		2023-08-17 22:52:27.297311

    		2.9 ms

  





  

    		2023-08-17 23:52:29.704102

    		1.2 ms

  





  

    		2023-08-18 00:52:32.217162

    		3.4 ms

  





  

    		2023-08-18 01:52:33.97017

    		3.2 ms

  





  

    		2023-08-18 02:52:36.482609

    		0.6 ms

  





  

    		2023-08-18 03:52:38.952163

    		0.5 ms

  





  

    		2023-08-18 04:52:41.97234

    		1.3 ms

  





  

    		2023-08-18 05:52:43.819839

    		-1.1 ms

  





  

    		2023-08-18 06:52:47.286293

    		0.3 ms

  





  

    		2023-08-18 07:52:48.928433

    		-1.5 ms

  





  

    		2023-08-18 08:52:51.039517

    		2.8 ms

  





  

    		2023-08-18 09:52:52.889036

    		1.4 ms

  





  

    		2023-08-18 10:52:54.45732

    		4.1 ms

  





  

    		2023-08-18 11:52:55.923394

    		2.2 ms

  





  

    		2023-08-18 12:52:57.359521

    		-0.2 ms

  





  

    		2023-08-18 13:52:58.925186

    		-0.1 ms

  





  

    		2023-08-18 14:53:01.165662

    		0.5 ms

  





  

    		2023-08-18 15:53:03.817667

    		3.3 ms

  





  

    		2023-08-18 16:53:05.998044

    		2.2 ms

  





  

    		2023-08-18 17:53:08.559613

    		2.7 ms

  





  

    		2023-08-18 18:53:12.23639

    		-1.0 ms

  





  

    		2023-08-18 19:53:13.795281

    		-1.5 ms

  





  

    		2023-08-18 20:53:15.246005

    		-2.0 ms

  





  

    		2023-08-18 21:53:18.826658

    		-2.9 ms

  





  

    		2023-08-18 22:53:21.128844

    		-0.2 ms

  





  

    		2023-08-18 23:53:22.616976

    		3.2 ms

  





  

    		2023-08-19 00:53:25.99089

    		4.0 ms

  





  

    		2023-08-19 01:53:27.72872

    		2.1 ms

  





  

    		2023-08-19 02:53:30.737583

    		3.8 ms

  





  

    		2023-08-19 03:53:33.451679

    		0.3 ms

  





  

    		2023-08-19 04:53:35.853801

    		1.9 ms

  





  

    		2023-08-19 05:53:37.559806

    		-0.3 ms

  





  

    		2023-08-19 06:53:39.038462

    		1.0 ms

  





  

    		2023-08-19 07:53:41.210269

    		-2.7 ms

  





  

    		2023-08-19 08:53:43.514566

    		2.0 ms

  





  

    		2023-08-19 09:53:45.321515

    		1.9 ms

  





  

    		2023-08-19 10:53:47.932686

    		0.5 ms

  





  

    		2023-08-19 11:53:49.50796

    		0.0 ms

  





  

    		2023-08-19 12:53:51.904948

    		-0.1 ms

  





  

    		2023-08-19 13:53:55.202851

    		2.1 ms

  





  

    		2023-08-19 14:53:58.975521

    		3.6 ms

  





  

    		2023-08-19 15:54:01.939771

    		4.6 ms

  





  

    		2023-08-19 16:54:04.352617

    		5.6 ms

  





  

    		2023-08-19 17:54:06.760096

    		6.4 ms

  





  

    		2023-08-19 18:54:08.964334

    		4.7 ms

  





  

    		2023-08-19 19:54:10.500556

    		4.8 ms

  





  

    		2023-08-19 20:54:14.687928

    		1.4 ms

  





  

    		2023-08-19 21:54:16.172318

    		0.9 ms

  





  

    		2023-08-19 22:54:19.805904

    		-0.9 ms

  





  

    		2023-08-19 23:54:21.390439

    		1.2 ms

  





  

    		2023-08-20 00:54:22.986122

    		-0.6 ms

  





  

    		2023-08-20 01:54:24.551675

    		-0.1 ms

  





  

    		2023-08-20 02:54:27.579698

    		1.6 ms

  





  

    		2023-08-20 03:54:31.44557

    		-0.5 ms

  





  

    		2023-08-20 04:54:35.528788

    		-4.0 ms

  





  

    		2023-08-20 05:54:37.340667

    		-4.4 ms

  





  

    		2023-08-20 06:54:40.605509

    		-0.6 ms

  





  

    		2023-08-20 07:54:43.380165

    		3.4 ms

  





  

    		2023-08-20 08:54:46.88248

    		1.1 ms

  





  

    		2023-08-20 09:54:48.814841

    		1.0 ms

  





  

    		2023-08-20 10:54:50.793939

    		4.0 ms

  





  

    		2023-08-20 11:54:52.411451

    		2.7 ms

  





  

    		2023-08-20 12:54:53.82074

    		4.4 ms

  





  

    		2023-08-20 13:54:55.446804

    		0.5 ms

  





  

    		2023-08-20 14:54:58.504291

    		-0.9 ms

  





  

    		2023-08-20 15:54:59.928071

    		-1.6 ms

  





  

    		2023-08-20 16:55:01.934076

    		3.1 ms

  





  

    		2023-08-20 17:55:04.102243

    		-0.1 ms

  





  

    		2023-08-20 18:55:05.943256

    		1.9 ms

  





  

    		2023-08-20 19:55:08.211651

    		2.4 ms

  





  

    		2023-08-20 20:55:09.801335

    		3.0 ms

  





  

    		2023-08-20 21:55:12.205196

    		1.5 ms

  





  

    		2023-08-20 22:55:14.298881

    		0.5 ms

  





  

    		2023-08-20 23:55:16.64323

    		0.6 ms

  





  

    		2023-08-21 00:55:18.460492

    		-0.6 ms

  





  

    		2023-08-21 01:55:21.822037

    		-1.2 ms

  





  

    		2023-08-21 02:55:25.137227

    		1.9 ms

  





  

    		2023-08-21 03:55:27.827884

    		2.3 ms

  





  

    		2023-08-21 04:55:31.100178

    		2.0 ms

  





  

    		2023-08-21 05:55:32.584639

    		0.2 ms

  





  

    		2023-08-21 06:55:34.409456

    		3.5 ms

  





  

    		2023-08-21 07:55:36.853164

    		1.2 ms

  





  

    		2023-08-21 08:55:38.705659

    		1.6 ms

  





  

    		2023-08-21 09:55:41.877029

    		2.5 ms

  





  

    		2023-08-21 10:55:43.62957

    		1.3 ms

  





  

    		2023-08-21 11:55:45.055759

    		3.0 ms

  





  

    		2023-08-21 12:55:46.47026

    		4.4 ms

  





  

    		2023-08-21 13:55:48.123272

    		3.4 ms

  





  

    		2023-08-21 14:55:49.796215

    		1.6 ms

  





  

    		2023-08-21 15:55:53.197246

    		-3.4 ms

  





  

    		2023-08-21 16:55:56.398934

    		-3.1 ms

  





  

    		2023-08-21 17:55:58.376575

    		3.5 ms

  





  

    		2023-08-21 18:56:00.508018

    		-2.4 ms

  





  

    		2023-08-21 19:56:04.25304

    		-2.6 ms

  





  

    		2023-08-21 20:56:08.125899

    		-2.5 ms

  





  

    		2023-08-21 21:56:11.871475

    		-0.9 ms

  





  

    		2023-08-21 22:56:13.277232

    		1.3 ms

  





  

    		2023-08-21 23:56:15.069704

    		2.7 ms

  





  

    		2023-08-22 00:56:16.333628

    		1.7 ms

  





  

    		2023-08-22 01:56:17.774403

    		-1.0 ms

  





  

    		2023-08-22 02:56:21.121122

    		0.1 ms

  





  

    		2023-08-22 03:56:23.028806

    		1.7 ms

  





  

    		2023-08-22 04:56:24.90088

    		-1.6 ms

  





  

    		2023-08-22 05:56:26.817439

    		-0.9 ms

  





  

    		2023-08-22 06:56:30.490328

    		0.9 ms

  





  

    		2023-08-22 07:56:33.152512

    		4.3 ms

  





  

    		2023-08-22 08:56:34.845412

    		2.2 ms

  





  

    		2023-08-22 09:56:37.321261

    		1.2 ms

  





  

    		2023-08-22 10:56:38.929978

    		-0.6 ms

  





  

    		2023-08-22 11:56:40.521434

    		-0.2 ms

  





  

    		2023-08-22 12:56:43.400904

    		0.8 ms

  





  

    		2023-08-22 13:56:46.133425

    		2.2 ms

  





  

    		2023-08-22 14:56:48.455552

    		3.5 ms

  





  

    		2023-08-22 15:56:51.841392

    		1.4 ms

  





  

    		2023-08-22 16:56:54.996691

    		-0.5 ms

  





  

    		2023-08-22 17:56:56.946364

    		-1.9 ms

  





  

    		2023-08-22 18:56:58.498579

    		-0.9 ms

  





  

    		2023-08-22 19:57:02.384148

    		0.2 ms

  





  

    		2023-08-22 20:57:05.33224

    		2.2 ms

  





  

    		2023-08-22 21:57:08.271944

    		2.1 ms

  





  

    		2023-08-22 22:57:10.442013

    		2.7 ms

  





  

    		2023-08-22 23:57:13.029468

    		-0.2 ms

  





  

    		2023-08-23 00:57:15.156877

    		0.7 ms

  





  

    		2023-08-23 01:57:17.683611

    		4.5 ms

  





  

    		2023-08-23 02:57:20.168921

    		1.8 ms

  





  

    		2023-08-23 03:57:22.154742

    		1.7 ms

  





  

    		2023-08-23 04:57:23.886665

    		-2.2 ms

  





  

    		2023-08-23 05:57:25.544245

    		1.4 ms

  





  

    		2023-08-23 06:57:28.625994

    		-0.5 ms

  





  

    		2023-08-23 07:57:31.822884

    		1.1 ms

  





  

    		2023-08-23 08:57:33.721648

    		0.8 ms

  





  

    		2023-08-23 09:57:36.437201

    		4.5 ms

  





  

    		2023-08-23 10:57:38.382772

    		1.2 ms

  





  

    		2023-08-23 11:57:39.845425

    		-0.3 ms

  





  

    		2023-08-23 12:57:41.576955

    		2.7 ms

  





  

    		2023-08-23 13:57:43.610465

    		0.7 ms

  





  

    		2023-08-23 14:57:46.890773

    		8.4 ms

  





  

    		2023-08-23 15:57:48.375078

    		2.5 ms

  





  

    		2023-08-23 16:57:51.653486

    		4.7 ms

  





  

    		2023-08-23 17:57:55.4122

    		-3.2 ms

  





  

    		2023-08-23 18:57:59.636167

    		4.1 ms

  





  

    		2023-08-23 19:58:01.45366

    		-4.0 ms

  





  

    		2023-08-23 20:58:05.12081

    		0.7 ms

  





  

    		2023-08-23 21:58:06.56118

    		-0.9 ms

  





  

    		2023-08-23 22:58:08.650884

    		-1.1 ms

  





  

    		2023-08-23 23:58:11.567974

    		-2.3 ms

  





  

    		2023-08-24 00:58:14.259946

    		-5.8 ms

  





  

    		2023-08-24 01:58:16.743739

    		-4.1 ms

  





  

    		2023-08-24 02:58:19.068922

    		-3.0 ms

  





  

    		2023-08-24 03:58:21.619228

    		0.5 ms

  





  

    		2023-08-24 04:58:24.138518

    		3.9 ms

  





  

    		2023-08-24 05:58:27.281323

    		0.9 ms

  





  

    		2023-08-24 06:58:30.763183

    		2.1 ms

  





  

    		2023-08-24 07:58:34.340576

    		1.8 ms

  





  

    		2023-08-24 08:58:37.421767

    		2.7 ms

  





  

    		2023-08-24 09:58:40.241334

    		4.1 ms

  





  

    		2023-08-24 10:58:42.913747

    		4.0 ms

  





  

    		2023-08-24 11:58:45.465498

    		1.0 ms

  





  

    		2023-08-24 12:58:46.975161

    		1.8 ms

  





  

    		2023-08-24 13:58:49.825806

    		1.8 ms

  





  

    		2023-08-24 14:58:51.383724

    		2.1 ms

  





  

    		2023-08-24 15:58:53.046929

    		0.9 ms

  





  

    		2023-08-24 16:58:55.14324

    		-0.3 ms

  





  

    		2023-08-24 17:58:59.14489

    		-0.3 ms

  





  

    		2023-08-24 18:59:03.259486

    		-1.5 ms

  





  

    		2023-08-24 19:59:07.094062

    		-0.5 ms

  





  

    		2023-08-24 20:59:11.096108

    		0.6 ms

  





  

    		2023-08-24 21:59:12.871047

    		0.3 ms

  





  

    		2023-08-24 22:59:16.121618

    		2.4 ms

  





  

    		2023-08-24 23:59:18.369109

    		2.3 ms

  





  

    		2023-08-25 00:59:20.379452

    		1.4 ms

  





  

    		2023-08-25 01:59:23.564178

    		3.2 ms

  





  

    		2023-08-25 02:59:25.070236

    		1.8 ms

  





  

    		2023-08-25 03:59:26.787961

    		1.3 ms

  





  

    		2023-08-25 04:59:29.462059

    		0.6 ms

  





  

    		2023-08-25 05:59:31.73979

    		1.2 ms

  





  

    		2023-08-25 06:59:33.18408

    		0.0 ms

  





  

    		2023-08-25 07:59:36.681689

    		0.5 ms

  





  

    		2023-08-25 08:59:38.860359

    		1.0 ms

  





  

    		2023-08-25 09:59:40.51697

    		2.2 ms

  





  

    		2023-08-25 10:59:42.135357

    		0.7 ms

  





  

    		2023-08-25 11:59:44.195373

    		2.1 ms

  





  

    		2023-08-25 12:59:45.649925

    		-0.6 ms

  





  

    		2023-08-25 13:59:48.296733

    		2.5 ms

  





  

    		2023-08-25 14:59:50.128194

    		0.4 ms

  





  

    		2023-08-25 15:59:53.362322

    		2.2 ms

  





  

    		2023-08-25 16:59:56.054263

    		0.3 ms

  





  

    		2023-08-25 17:59:57.705867

    		3.9 ms

  





  

    		2023-08-25 19:00:01.548495

    		3.7 ms

  





  

    		2023-08-25 20:00:05.569593

    		-2.7 ms

  





  

    		2023-08-25 21:00:09.587025

    		-2.7 ms

  





  

    		2023-08-25 22:00:11.097675

    		-5.0 ms

  





  

    		2023-08-25 23:00:14.639532

    		1.1 ms

  





  

    		2023-08-26 00:00:18.89185

    		3.5 ms

  





  

    		2023-08-26 01:00:20.796892

    		6.0 ms

  





  

    		2023-08-26 02:00:22.924

    		5.4 ms

  





  

    		2023-08-26 03:00:25.09998

    		3.1 ms

  





  

    		2023-08-26 04:00:28.589866

    		1.4 ms

  





  

    		2023-08-26 05:00:30.723752

    		1.6 ms

  





  

    		2023-08-26 06:00:32.63546

    		1.4 ms

  





  

    		2023-08-26 07:00:34.608417

    		-2.1 ms

  





  

    		2023-08-26 08:00:36.143343

    		-0.9 ms

  





  

    		2023-08-26 09:00:39.639456

    		-1.2 ms

  





  

    		2023-08-26 10:00:41.946028

    		6.2 ms

  





  

    		2023-08-26 11:00:43.966867

    		0.5 ms

  





  

    		2023-08-26 12:00:48.301767

    		1.0 ms

  





  

    		2023-08-26 13:00:51.221637

    		1.0 ms

  





  

    		2023-08-26 14:00:55.368273

    		3.6 ms

  





  

    		2023-08-26 15:00:59.045412

    		1.9 ms

  





  

    		2023-08-26 16:01:03.145222

    		0.4 ms

  





  

    		2023-08-26 17:01:05.002632

    		2.3 ms

  





  

    		2023-08-26 18:01:07.585094

    		0.3 ms

  





  

    		2023-08-26 19:01:09.772024

    		0.8 ms

  





  

    		2023-08-26 20:01:12.878776

    		-1.6 ms

  





  

    		2023-08-26 21:01:14.867923

    		-3.6 ms

  





  

    		2023-08-26 22:01:17.249472

    		-2.8 ms

  





  

    		2023-08-26 23:01:19.828503

    		-0.1 ms

  





  

    		2023-08-27 00:01:21.50095

    		-0.7 ms

  





  

    		2023-08-27 01:01:25.035124

    		-0.5 ms

  





  

    		2023-08-27 02:01:27.529967

    		2.1 ms

  





  

    		2023-08-27 03:01:29.232223

    		1.4 ms

  





  

    		2023-08-27 04:01:31.677632

    		-1.2 ms

  





  

    		2023-08-27 05:01:33.691688

    		-0.8 ms

  





  

    		2023-08-27 06:01:36.655344

    		2.3 ms

  





  

    		2023-08-27 07:01:38.937883

    		-0.5 ms

  





  

    		2023-08-27 08:01:41.799237

    		-1.9 ms

  





  

    		2023-08-27 09:01:43.992404

    		-0.7 ms

  





  

    		2023-08-27 10:01:45.685472

    		0.4 ms

  





  

    		2023-08-27 11:01:47.079442

    		1.9 ms

  





  

    		2023-08-27 12:01:49.6263

    		3.5 ms

  





  

    		2023-08-27 13:01:51.629657

    		2.9 ms

  





  

    		2023-08-27 14:01:54.635251

    		1.5 ms

  





  

    		2023-08-27 15:01:56.957057

    		1.5 ms

  





  

    		2023-08-27 16:02:00.654996

    		0.5 ms

  





  

    		2023-08-27 17:02:03.827218

    		0.6 ms

  





  

    		2023-08-27 18:02:06.008791

    		-1.4 ms

  





  

    		2023-08-27 19:02:08.982702

    		-0.3 ms

  





  

    		2023-08-27 20:02:11.12882

    		-3.1 ms

  





  

    		2023-08-27 21:02:15.213264

    		-0.3 ms

  





  

    		2023-08-27 22:02:18.803539

    		-2.6 ms

  





  

    		2023-08-27 23:02:20.466905

    		1.3 ms

  





  

    		2023-08-28 00:02:21.907941

    		-0.3 ms

  





  

    		2023-08-28 01:02:24.476931

    		1.1 ms

  





  

    		2023-08-28 02:02:27.474656

    		3.2 ms

  





  

    		2023-08-28 03:02:29.158042

    		3.5 ms

  





  

    		2023-08-28 04:02:31.245743

    		1.9 ms

  





  

    		2023-08-28 05:02:35.463386

    		-0.5 ms

  





  

    		2023-08-28 06:02:39.49184

    		2.0 ms

  





  

    		2023-08-28 07:02:42.567786

    		0.6 ms

  





  

    		2023-08-28 08:02:44.393553

    		1.2 ms

  





  

    		2023-08-28 09:02:46.930545

    		1.9 ms

  





  

    		2023-08-28 10:02:50.042023

    		1.8 ms

  





  

    		2023-08-28 11:02:51.481024

    		0.3 ms

  





  

    		2023-08-28 12:02:52.857951

    		4.2 ms

  





  

    		2023-08-28 13:02:54.408422

    		2.8 ms

  





  

    		2023-08-28 14:02:55.886837

    		4.1 ms

  





  

    		2023-08-28 15:02:58.098089

    		0.2 ms

  





  

    		2023-08-28 16:02:59.647067

    		1.0 ms

  





  

    		2023-08-28 17:03:01.526523

    		0.2 ms

  





  

    		2023-08-28 18:03:05.637626

    		-1.5 ms

  





  

    		2023-08-28 19:03:09.572615

    		-2.8 ms

  





  

    		2023-08-28 20:03:13.240612

    		-2.9 ms

  





  

    		2023-08-28 21:03:14.684641

    		2.0 ms

  





  

    		2023-08-28 22:03:18.455408

    		0.2 ms

  





  

    		2023-08-28 23:03:22.616766

    		1.6 ms

  





  

    		2023-08-29 00:03:24.460697

    		1.5 ms

  





  

    		2023-08-29 01:03:25.876775

    		2.9 ms

  





  

    		2023-08-29 02:03:29.905337

    		2.7 ms

  





  

    		2023-08-29 03:03:31.692966

    		2.9 ms

  





  

    		2023-08-29 04:03:35.499156

    		1.6 ms

  





  

    		2023-08-29 05:03:39.370982

    		0.6 ms

  





  

    		2023-08-29 06:03:43.441488

    		1.1 ms

  





  

    		2023-08-29 07:03:46.962868

    		0.8 ms

  





  

    		2023-08-29 08:03:48.940387

    		0.5 ms

  





  

    		2023-08-29 09:03:50.8833

    		3.4 ms

  





  

    		2023-08-29 10:03:52.739602

    		1.7 ms

  





  

    		2023-08-29 11:03:56.673845

    		-0.9 ms

  





  

    		2023-08-29 12:03:59.699828

    		-2.5 ms

  





  

    		2023-08-29 13:04:01.6084

    		0.4 ms

  





  

    		2023-08-29 14:04:03.188094

    		-1.0 ms

  





  

    		2023-08-29 15:04:06.114789

    		5.4 ms

  





  

    		2023-08-29 16:04:07.818583

    		0.6 ms

  





  

    		2023-08-29 17:04:09.215207

    		-0.8 ms

  





  

    		2023-08-29 18:04:13.331185

    		-0.4 ms

  





  

    		2023-08-29 19:04:16.755335

    		0.9 ms

  





  

    		2023-08-29 20:04:18.417053

    		-0.7 ms

  





  

    		2023-08-29 21:04:20.035177

    		-0.9 ms

  





  

    		2023-08-29 22:04:22.719893

    		0.4 ms

  





  

    		2023-08-29 23:04:24.775909

    		-0.5 ms

  





  

    		2023-08-30 00:04:27.967046

    		0.6 ms

  





  

    		2023-08-30 01:04:30.831414

    		0.2 ms

  





  

    		2023-08-30 02:04:32.510545

    		3.3 ms

  





  

    		2023-08-30 03:04:33.993097

    		0.1 ms

  





  

    		2023-08-30 04:04:35.617788

    		0.0 ms

  





  

    		2023-08-30 05:04:37.241312

    		-0.1 ms

  





  

    		2023-08-30 06:04:38.790819

    		-0.2 ms

  





  

    		2023-08-30 07:04:42.793755

    		1.4 ms

  





  

    		2023-08-30 08:04:45.688414

    		4.1 ms

  





  

    		2023-08-30 09:04:47.369144

    		1.8 ms

  





  

    		2023-08-30 10:04:49.441448

    		5.9 ms

  





  

    		2023-08-30 11:04:51.942726

    		-0.6 ms

  





  

    		2023-08-30 12:04:55.130549

    		2.5 ms

  





  

    		2023-08-30 13:04:57.364879

    		-0.9 ms

  





  

    		2023-08-30 14:05:00.212624

    		-1.9 ms

  





  

    		2023-08-30 15:05:03.01139

    		0.4 ms

  





  

    		2023-08-30 16:05:05.171111

    		2.1 ms

  





  

    		2023-08-30 17:05:06.613095

    		2.8 ms

  





  

    		2023-08-30 18:05:09.118264

    		-0.5 ms

  





  

    		2023-08-30 19:05:11.177121

    		1.2 ms

  





  

    		2023-08-30 20:05:14.038542

    		-1.3 ms

  





  

    		2023-08-30 21:05:16.463448

    		-4.3 ms

  





  

    		2023-08-30 22:05:19.824383

    		0.4 ms

  





  

    		2023-08-30 23:05:22.392702

    		0.4 ms

  





  

    		2023-08-31 00:05:24.560317

    		4.0 ms

  





  

    		2023-08-31 01:05:26.57235

    		-2.9 ms

  





  

    		2023-08-31 02:05:28.616634

    		1.2 ms

  





  

    		2023-08-31 03:05:31.805155

    		2.6 ms

  





  

    		2023-08-31 04:05:35.413044

    		-1.2 ms

  





  

    		2023-08-31 05:05:37.468627

    		1.6 ms

  





  

    		2023-08-31 06:05:41.560265

    		2.3 ms

  





  

    		2023-08-31 07:05:45.647625

    		1.5 ms

  





  

    		2023-08-31 08:05:48.090049

    		4.4 ms

  





  

    		2023-08-31 09:05:49.525744

    		1.7 ms

  





  

    		2023-08-31 10:05:51.999054

    		2.4 ms

  





  

    		2023-08-31 11:05:55.826319

    		3.4 ms

  





  

    		2023-08-31 12:05:58.841422

    		1.3 ms

  





  

    		2023-08-31 13:06:01.183455

    		-1.7 ms

  





  

    		2023-08-31 14:06:02.729663

    		-0.5 ms

  





  

    		2023-08-31 15:06:04.296856

    		3.3 ms

  





  

    		2023-08-31 16:06:07.026229

    		0.4 ms

  





  

    		2023-08-31 17:06:08.849937

    		-1.0 ms

  





  

    		2023-08-31 18:06:12.547276

    		-0.8 ms

  





  

    		2023-08-31 19:06:16.516731

    		-1.3 ms

  





  

    		2023-08-31 20:06:20.281118

    		-0.8 ms

  





  

    		2023-08-31 21:06:23.778876

    		3.1 ms

  





  

    		2023-08-31 22:06:25.31584

    		3.7 ms

  





  

    		2023-08-31 23:06:29.484628

    		1.3 ms

  





  

    		2023-09-01 00:06:31.560403

    		2.3 ms

  





  

    		2023-09-01 01:06:33.027121

    		4.1 ms

  





  

    		2023-09-01 02:06:34.563918

    		1.4 ms

  





  

    		2023-09-01 03:06:38.763099

    		-0.7 ms

  





  

    		2023-09-01 04:06:42.616261

    		-0.7 ms

  





  

    		2023-09-01 05:06:46.624664

    		0.1 ms

  





  

    		2023-09-01 06:06:50.692677

    		-1.5 ms

  





  

    		2023-09-01 07:06:52.591496

    		-1.9 ms

  





  

    		2023-09-01 08:06:56.123145

    		-1.0 ms

  





  

    		2023-09-01 09:06:57.982409

    		1.8 ms

  





  

    		2023-09-01 10:06:59.753268

    		3.7 ms

  





  

    		2023-09-01 11:07:01.656563

    		2.4 ms

  





  

    		2023-09-01 12:07:03.870518

    		1.2 ms

  





  

    		2023-09-01 13:07:06.79354

    		2.9 ms

  





  

    		2023-09-01 14:07:08.470587

    		-0.7 ms

  





  

    		2023-09-01 15:07:10.959681

    		3.5 ms

  





  

    		2023-09-01 16:07:13.811303

    		0.1 ms

  





  

    		2023-09-01 17:07:16.410546

    		3.3 ms

  





  

    		2023-09-01 18:07:18.836095

    		2.2 ms

  





  

    		2023-09-01 19:07:22.751734

    		2.4 ms

  





  

    		2023-09-01 20:07:26.856407

    		-0.3 ms

  





  

    		2023-09-01 21:07:30.715112

    		0.8 ms

  





  

    		2023-09-01 22:07:34.52673

    		-3.4 ms

  





  

    		2023-09-01 23:07:36.714156

    		-0.8 ms

  





  

    		2023-09-02 00:07:40.053515

    		-4.2 ms

  





  

    		2023-09-02 01:07:41.542791

    		-7.2 ms

  





  

    		2023-09-02 02:07:43.515893

    		-6.7 ms

  





  

    		2023-09-02 03:07:45.38322

    		0.4 ms

  





  

    		2023-09-02 04:07:47.246177

    		4.1 ms

  





  

    		2023-09-02 05:07:50.168971

    		4.9 ms

  





  

    		2023-09-02 06:07:51.980835

    		7.0 ms

  





  

    		2023-09-02 07:07:53.584778

    		3.3 ms

  





  

    		2023-09-02 08:07:56.883305

    		4.1 ms

  





  

    		2023-09-02 09:07:59.54534

    		6.4 ms

  





  

    		2023-09-02 10:08:01.207038

    		6.8 ms

  





  

    		2023-09-02 11:08:02.796456

    		1.6 ms

  





  

    		2023-09-02 12:08:05.211414

    		-0.4 ms

  





  

    		2023-09-02 13:08:08.789319

    		-0.2 ms

  





  

    		2023-09-02 14:08:10.322194

    		1.5 ms

  





  

    		2023-09-02 15:08:14.077749

    		-0.4 ms

  





  

    		2023-09-02 16:08:17.665546

    		3.7 ms

  





  

    		2023-09-02 17:08:19.460072

    		1.7 ms

  





  

    		2023-09-02 18:08:21.440948

    		4.5 ms

  





  

    		2023-09-02 19:08:23.266787

    		-1.0 ms

  





  

    		2023-09-02 20:08:25.016575

    		-0.6 ms

  





  

    		2023-09-02 21:08:27.477004

    		-3.4 ms

  





  

    		2023-09-02 22:08:29.348138

    		0.9 ms

  





  

    		2023-09-02 23:08:31.348634

    		-0.2 ms

  





  

    		2023-09-03 00:08:33.719552

    		1.4 ms

  





  

    		2023-09-03 01:08:35.179377

    		2.4 ms

  





  

    		2023-09-03 02:08:37.633258

    		0.5 ms

  





  

    		2023-09-03 03:08:39.379808

    		-0.9 ms

  





  

    		2023-09-03 04:08:42.570031

    		-0.2 ms

  





  

    		2023-09-03 05:08:44.828193

    		2.5 ms

  





  

    		2023-09-03 06:08:47.325511

    		0.7 ms

  





  

    		2023-09-03 07:08:50.292013

    		0.7 ms

  





  

    		2023-09-03 08:08:52.371329

    		3.5 ms

  





  

    		2023-09-03 09:08:55.616922

    		1.2 ms

  





  

    		2023-09-03 10:08:59.612072

    		1.9 ms

  





  

    		2023-09-03 11:09:01.255215

    		3.4 ms

  





  

    		2023-09-03 12:09:04.601099

    		2.6 ms

  





  

    		2023-09-03 13:09:06.9854

    		3.1 ms

  





  

    		2023-09-03 14:09:10.84695

    		1.3 ms

  





  

    		2023-09-03 15:09:14.645122

    		3.4 ms

  





  

    		2023-09-03 16:09:16.765639

    		1.5 ms

  





  

    		2023-09-03 17:09:18.546937

    		1.3 ms

  





  

    		2023-09-03 18:09:20.010907

    		2.1 ms

  





  

    		2023-09-03 19:09:21.87566

    		0.3 ms

  





  

    		2023-09-03 20:09:25.829

    		0.6 ms

  





  

    		2023-09-03 21:09:27.431845

    		-0.2 ms

  





  

    		2023-09-03 22:09:29.343999

    		0.3 ms

  





  

    		2023-09-03 23:09:32.378431

    		2.9 ms

  





  

    		2023-09-04 00:09:34.077255

    		0.5 ms

  





  

    		2023-09-04 01:09:36.705412

    		0.0 ms

  





  

    		2023-09-04 02:09:38.495368

    		-1.1 ms

  





  

    		2023-09-04 03:09:41.672425

    		2.0 ms

  





  

    		2023-09-04 04:09:43.760305

    		2.9 ms

  





  

    		2023-09-04 05:09:45.468443

    		2.0 ms

  





  

    		2023-09-04 06:09:48.744189

    		2.3 ms

  





  

    		2023-09-04 07:09:52.855323

    		3.1 ms

  





  

    		2023-09-04 08:09:54.709144

    		6.7 ms

  





  

    		2023-09-04 09:09:57.155069

    		10.9 ms

  





  

    		2023-09-04 10:09:58.946837

    		1.7 ms

  





  

    		2023-09-04 11:10:01.572171

    		0.8 ms

  





  

    		2023-09-04 12:10:04.517656

    		3.1 ms

  





  

    		2023-09-04 13:10:06.365047

    		3.6 ms

  





  

    		2023-09-04 14:10:08.578819

    		0.3 ms

  





  

    		2023-09-04 15:10:10.810356

    		-1.1 ms

  





  

    		2023-09-04 16:10:12.894336

    		0.2 ms

  





  

    		2023-09-04 17:10:15.9994

    		-4.1 ms

  





  

    		2023-09-04 18:10:19.472387

    		-3.8 ms

  





  

    		2023-09-04 19:10:22.873312

    		-4.4 ms

  





  

    		2023-09-04 20:10:26.114845

    		-2.6 ms

  





  

    		2023-09-04 21:10:29.352525

    		0.0 ms

  





  

    		2023-09-04 22:10:32.099449

    		-0.4 ms

  





  

    		2023-09-04 23:10:34.444444

    		-1.4 ms

  





  

    		2023-09-05 00:10:35.84708

    		-0.3 ms

  





  

    		2023-09-05 01:10:38.962947

    		-1.3 ms

  





  

    		2023-09-05 02:10:41.980567

    		-1.2 ms

  





  

    		2023-09-05 03:10:43.523412

    		1.0 ms

  





  

    		2023-09-05 04:10:46.072549

    		0.2 ms

  





  

    		2023-09-05 05:10:49.1414

    		0.9 ms

  





  

    		2023-09-05 06:10:52.255604

    		0.9 ms

  





  

    		2023-09-05 07:10:55.266953

    		3.4 ms

  





  

    		2023-09-05 08:10:57.606786

    		2.1 ms

  





  

    		2023-09-05 09:10:59.308054

    		5.1 ms

  





  

    		2023-09-05 10:11:02.135853

    		2.5 ms

  





  

    		2023-09-05 11:11:03.656765

    		3.7 ms

  





  

    		2023-09-05 12:11:05.372507

    		0.0 ms

  





  

    		2023-09-05 13:11:06.77709

    		0.6 ms

  





  

    		2023-09-05 14:11:08.859135

    		-4.4 ms

  





  

    		2023-09-05 15:11:10.525027

    		-0.9 ms

  





  

    		2023-09-05 16:11:12.695817

    		-4.9 ms

  





  

    		2023-09-05 17:11:14.824735

    		-3.0 ms

  





  

    		2023-09-05 18:11:17.635189

    		-1.8 ms

  





  

    		2023-09-05 19:11:20.143421

    		-2.6 ms

  





  

    		2023-09-05 20:11:21.923773

    		-2.6 ms

  





  

    		2023-09-05 21:11:24.742051

    		-1.2 ms

  





  

    		2023-09-05 22:11:28.097603

    		0.8 ms

  





  

    		2023-09-05 23:11:29.55965

    		1.1 ms

  





  

    		2023-09-06 00:11:31.536745

    		1.4 ms

  





  

    		2023-09-06 01:11:34.420983

    		2.4 ms

  





  

    		2023-09-06 02:11:36.815257

    		-1.3 ms

  





  

    		2023-09-06 03:11:38.963115

    		-2.1 ms

  





  

    		2023-09-06 04:11:42.055897

    		-1.6 ms

  





  

    		2023-09-06 05:11:45.732127

    		0.4 ms

  





  

    		2023-09-06 06:11:47.694357

    		0.8 ms

  





  

    		2023-09-06 07:11:49.370581

    		2.2 ms

  





  

    		2023-09-06 08:11:51.161646

    		2.1 ms

  





  

    		2023-09-06 09:11:52.632359

    		3.0 ms

  





  

    		2023-09-06 10:11:54.140513

    		3.6 ms

  





  

    		2023-09-06 11:11:55.602803

    		2.5 ms

  





  

    		2023-09-06 12:11:56.97999

    		4.8 ms

  





  

    		2023-09-06 13:11:58.458719

    		3.4 ms

  





  

    		2023-09-06 14:12:00.265536

    		5.4 ms

  





  

    		2023-09-06 15:12:03.260314

    		3.5 ms

  





  

    		2023-09-06 16:12:06.058835

    		0.8 ms

  





  

    		2023-09-06 17:12:08.984248

    		2.6 ms

  





  

    		2023-09-06 18:12:11.017887

    		-2.5 ms

  





  

    		2023-09-06 19:12:14.045827

    		-3.6 ms

  





  

    		2023-09-06 20:12:18.034147

    		-3.2 ms

  





  

    		2023-09-06 21:12:19.547488

    		-6.1 ms

  





  

    		2023-09-06 22:12:21.127835

    		-0.6 ms

  





  

    		2023-09-06 23:12:24.336253

    		-1.3 ms

  





  

    		2023-09-07 00:12:27.542458

    		0.7 ms

  





  

    		2023-09-07 01:12:29.315207

    		-0.7 ms

  





  

    		2023-09-07 02:12:32.577738

    		-0.6 ms

  





  

    		2023-09-07 03:12:35.91357

    		1.6 ms

  





  

    		2023-09-07 04:12:39.68815

    		-0.2 ms

  





  

    		2023-09-07 05:12:42.88438

    		-0.6 ms

  





  

    		2023-09-07 06:12:44.495

    		0.1 ms

  





  

    		2023-09-07 07:12:46.116697

    		-2.3 ms

  





  

    		2023-09-07 08:12:49.052656

    		-1.3 ms

  





  

    		2023-09-07 09:12:51.238359

    		1.3 ms

  





  

    		2023-09-07 10:12:52.796567

    		3.9 ms

  





  

    		2023-09-07 11:12:54.468749

    		4.7 ms

  





  

    		2023-09-07 12:12:56.756332

    		6.0 ms

  





  

    		2023-09-07 13:12:59.94611

    		3.8 ms

  





  

    		2023-09-07 14:13:01.503448

    		5.1 ms

  





  

    		2023-09-07 15:13:03.152578

    		3.5 ms

  





  

    		2023-09-07 16:13:05.295831

    		0.3 ms

  





  

    		2023-09-07 17:13:06.863669

    		0.6 ms

  





  

    		2023-09-07 18:13:08.454982

    		-2.5 ms

  





  

    		2023-09-07 19:13:10.443053

    		-0.9 ms

  





  

    		2023-09-07 20:13:12.46498

    		-2.9 ms

  





  

    		2023-09-07 21:13:14.866772

    		-3.8 ms

  





  

    		2023-09-07 22:13:16.780133

    		-4.9 ms

  





  

    		2023-09-07 23:13:19.733832

    		-5.4 ms

  





  

    		2023-09-08 00:13:21.666654

    		-2.8 ms

  





  

    		2023-09-08 01:13:25.010176

    		0.2 ms

  





  

    		2023-09-08 02:13:26.718248

    		1.2 ms

  





  

    		2023-09-08 03:13:28.922797

    		0.5 ms

  





  

    		2023-09-08 04:13:30.714681

    		0.8 ms

  





  

    		2023-09-08 05:13:33.650529

    		3.2 ms

  





  

    		2023-09-08 06:13:35.520689

    		-0.5 ms

  





  

    		2023-09-08 07:13:37.187559

    		-1.8 ms

  





  

    		2023-09-08 08:13:38.868414

    		3.5 ms

  





  

    		2023-09-08 09:13:40.527602

    		2.0 ms

  





  

    		2023-09-08 10:13:41.949703

    		3.9 ms

  





  

    		2023-09-08 11:13:43.957289

    		7.8 ms

  





  

    		2023-09-08 12:13:45.480455

    		6.3 ms

  





  

    		2023-09-08 13:13:47.545516

    		1.9 ms

  





  

    		2023-09-08 14:13:49.272451

    		0.3 ms

  





  

    		2023-09-08 15:13:51.660749

    		-1.3 ms

  





  

    		2023-09-08 16:13:55.04954

    		-1.6 ms

  





  

    		2023-09-08 17:13:56.82146

    		0.2 ms

  





  

    		2023-09-08 18:13:58.491185

    		2.8 ms

  





  

    		2023-09-08 19:14:02.358514

    		1.9 ms

  





  

    		2023-09-08 20:14:03.867009

    		-0.5 ms

  





  

    		2023-09-08 21:14:07.378792

    		-0.9 ms

  





  

    		2023-09-08 22:14:09.038711

    		-6.6 ms

  





  

    		2023-09-08 23:14:11.322059

    		1.7 ms

  





  

    		2023-09-09 00:14:14.877289

    		-0.9 ms

  





  

    		2023-09-09 01:14:18.310985

    		-1.3 ms

  





  

    		2023-09-09 02:14:20.226897

    		-3.9 ms

  





  

    		2023-09-09 03:14:23.848585

    		-5.2 ms

  





  

    		2023-09-09 04:14:25.390916

    		-3.3 ms

  





  

    		2023-09-09 05:14:28.956019

    		-3.7 ms

  





  

    		2023-09-09 06:14:30.861848

    		1.9 ms

  





  

    		2023-09-09 07:14:32.90498

    		-0.5 ms

  





  

    		2023-09-09 08:14:34.374311

    		-1.8 ms

  





  

    		2023-09-09 09:14:35.906643

    		3.2 ms

  





  

    		2023-09-09 10:14:38.744471

    		0.7 ms

  





  

    		2023-09-09 11:14:40.501442

    		3.3 ms

  





  

    		2023-09-09 12:14:42.508942

    		4.6 ms

  





  

    		2023-09-09 13:14:44.336642

    		5.3 ms

  





  

    		2023-09-09 14:14:45.827869

    		3.4 ms

  





  

    		2023-09-09 15:14:47.399863

    		2.5 ms

  





  

    		2023-09-09 16:14:51.168105

    		-1.1 ms

  





  

    		2023-09-09 17:14:52.767789

    		0.3 ms

  





  

    		2023-09-09 18:14:54.284523

    		-3.4 ms

  





  

    		2023-09-09 19:14:55.86445

    		-2.6 ms

  





  

    		2023-09-09 20:14:59.078447

    		-2.4 ms

  





  

    		2023-09-09 21:15:01.345592

    		-4.6 ms

  





  

    		2023-09-09 22:15:04.540733

    		-1.3 ms

  





  

    		2023-09-09 23:15:07.718394

    		-4.1 ms

  





  

    		2023-09-10 00:15:09.250953

    		-5.8 ms

  





  

    		2023-09-10 01:15:11.203273

    		-3.2 ms

  





  

    		2023-09-10 02:15:14.102255

    		-2.2 ms

  





  

    		2023-09-10 03:15:16.431967

    		3.9 ms

  





  

    		2023-09-10 04:15:18.50624

    		3.2 ms

  





  

    		2023-09-10 05:15:21.899501

    		0.9 ms

  





  

    		2023-09-10 06:15:23.859938

    		1.3 ms

  





  

    		2023-09-10 07:15:28.069011

    		1.3 ms

  





  

    		2023-09-10 08:15:29.814962

    		0.7 ms

  





  

    		2023-09-10 09:15:32.499417

    		0.4 ms

  





  

    		2023-09-10 10:15:34.856926

    		2.8 ms

  





  

    		2023-09-10 11:15:36.517012

    		2.7 ms

  





  

    		2023-09-10 12:15:39.878162

    		6.6 ms

  





  

    		2023-09-10 13:15:41.433238

    		2.8 ms

  





  

    		2023-09-10 14:15:44.748465

    		0.8 ms

  





  

    		2023-09-10 15:15:47.972679

    		2.5 ms

  





  

    		2023-09-10 16:15:50.373124

    		1.0 ms

  





  

    		2023-09-10 17:15:52.295658

    		0.5 ms

  





  

    		2023-09-10 18:15:54.751861

    		2.2 ms

  





  

    		2023-09-10 19:15:56.723767

    		-3.0 ms

  





  

    		2023-09-10 20:15:58.917233

    		-0.3 ms

  





  

    		2023-09-10 21:16:01.338293

    		-2.7 ms

  





  

    		2023-09-10 22:16:04.26429

    		0.1 ms

  





  

    		2023-09-10 23:16:06.441288

    		0.3 ms

  





  

    		2023-09-11 00:16:09.388797

    		2.9 ms

  





  

    		2023-09-11 01:16:12.021861

    		2.3 ms

  





  

    		2023-09-11 02:16:13.806364

    		0.3 ms

  





  

    		2023-09-11 03:16:15.35777

    		-2.3 ms

  





  

    		2023-09-11 04:16:17.910585

    		-4.6 ms

  





  

    		2023-09-11 05:16:19.488909

    		-3.9 ms

  





  

    		2023-09-11 06:16:21.054074

    		-0.9 ms

  





  

    		2023-09-11 07:16:23.79017

    		-1.6 ms

  





  

    		2023-09-11 08:16:25.195695

    		-2.8 ms

  





  

    		2023-09-11 09:16:26.815018

    		-2.2 ms

  





  

    		2023-09-11 10:16:28.534824

    		1.5 ms

  





  

    		2023-09-11 11:16:30.062131

    		0.2 ms

  





  

    		2023-09-11 12:16:32.043789

    		0.5 ms

  





  

    		2023-09-11 13:16:33.840174

    		3.3 ms

  





  

    		2023-09-11 14:16:35.67224

    		2.7 ms

  





  

    		2023-09-11 15:16:37.984973

    		1.5 ms

  





  

    		2023-09-11 16:16:39.678892

    		1.1 ms

  





  

    		2023-09-11 17:16:41.296713

    		1.6 ms

  





  

    		2023-09-11 18:16:43.287985

    		-1.1 ms

  





  

    		2023-09-11 19:16:46.140071

    		-0.3 ms

  





  

    		2023-09-11 20:16:49.610255

    		1.9 ms

  





  

    		2023-09-11 21:16:51.428153

    		-0.5 ms

  





  

    		2023-09-11 22:16:53.584403

    		3.3 ms

  





  

    		2023-09-11 23:16:56.552618

    		1.9 ms

  





  

    		2023-09-12 00:16:58.278609

    		1.3 ms

  





  

    		2023-09-12 01:16:59.867647

    		-4.2 ms

  





  

    		2023-09-12 02:17:03.198622

    		-5.5 ms

  





  

    		2023-09-12 03:17:06.701488

    		-0.1 ms

  





  

    		2023-09-12 04:17:10.149959

    		1.2 ms

  





  

    		2023-09-12 05:17:14.274414

    		1.9 ms

  





  

    		2023-09-12 06:17:17.072844

    		1.2 ms

  





  

    		2023-09-12 07:17:18.636634

    		-1.8 ms

  





  

    		2023-09-12 08:17:20.478636

    		-0.4 ms

  





  

    		2023-09-12 09:17:22.660507

    		-2.3 ms

  





  

    		2023-09-12 10:17:24.872283

    		6.6 ms

  





  

    		2023-09-12 11:17:26.5466

    		4.9 ms

  





  

    		2023-09-12 12:17:28.190106

    		0.1 ms

  





  

    		2023-09-12 13:17:29.874253

    		0.1 ms

  





  

    		2023-09-12 14:17:31.777951

    		2.7 ms

  





  

    		2023-09-12 15:17:33.405953

    		0.9 ms

  





  

    		2023-09-12 16:17:36.266898

    		1.9 ms

  





  

    		2023-09-12 17:17:38.400637

    		0.0 ms

  





  

    		2023-09-12 18:17:40.463161

    		-0.9 ms

  





  

    		2023-09-12 19:17:42.644957

    		-5.1 ms

  





  

    		2023-09-12 20:17:44.338804

    		-0.3 ms

  





  

    		2023-09-12 21:17:47.06392

    		-1.2 ms

  





  

    		2023-09-12 22:17:51.056888

    		0.1 ms

  





  

    		2023-09-12 23:17:52.999473

    		-0.7 ms

  





  

    		2023-09-13 00:17:55.610613

    		0.0 ms

  





  

    		2023-09-13 01:17:58.645535

    		4.3 ms

  





  

    		2023-09-13 02:18:00.253871

    		1.2 ms

  





  

    		2023-09-13 03:18:02.343648

    		-0.1 ms

  





  

    		2023-09-13 04:18:04.18578

    		-0.3 ms

  





  

    		2023-09-13 05:18:07.847819

    		-1.0 ms

  





  

    		2023-09-13 06:18:09.93674

    		0.9 ms

  





  

    		2023-09-13 07:18:11.474896

    		0.4 ms

  





  

    		2023-09-13 08:18:13.07743

    		-0.9 ms

  





  

    		2023-09-13 09:18:14.714887

    		4.7 ms

  





  

    		2023-09-13 10:18:16.381865

    		2.6 ms

  





  

    		2023-09-13 11:18:18.058773

    		6.7 ms

  





  

    		2023-09-13 12:18:19.636918

    		5.1 ms

  





  

    		2023-09-13 13:18:21.615936

    		1.0 ms

  





  

    		2023-09-13 14:18:23.904651

    		1.2 ms

  





  

    		2023-09-13 15:18:25.602951

    		0.5 ms

  





  

    		2023-09-13 16:18:27.746466

    		-1.0 ms

  





  

    		2023-09-13 17:18:31.037085

    		-4.1 ms

  





  

    		2023-09-13 18:18:32.801793

    		-1.5 ms

  





  

    		2023-09-13 19:18:35.913748

    		-0.5 ms

  





  

    		2023-09-13 20:18:38.69778

    		1.4 ms

  





  

    		2023-09-13 21:18:40.414789

    		2.6 ms

  





  

    		2023-09-13 22:18:44.081366

    		0.5 ms

  





  

    		2023-09-13 23:18:47.147711

    		5.7 ms

  





  

    		2023-09-14 00:18:49.439329

    		3.5 ms

  





  

    		2023-09-14 01:18:52.967213

    		2.8 ms

  





  

    		2023-09-14 02:18:55.426586

    		3.6 ms

  





  

    		2023-09-14 03:18:58.714949

    		0.5 ms

  





  

    		2023-09-14 04:19:00.616206

    		-0.3 ms

  





  

    		2023-09-14 05:19:03.494378

    		-2.9 ms

  





  

    		2023-09-14 06:19:06.986606

    		-0.1 ms

  





  

    		2023-09-14 07:19:08.741076

    		-0.8 ms

  





  

    		2023-09-14 08:19:10.269855

    		0.8 ms

  





  

    		2023-09-14 09:19:12.398297

    		0.9 ms

  





  

    		2023-09-14 10:19:13.902933

    		1.1 ms

  





  

    		2023-09-14 11:19:16.106949

    		4.3 ms

  





  

    		2023-09-14 12:19:17.720552

    		0.9 ms

  





  

    		2023-09-14 13:19:19.497743

    		0.8 ms

  





  

    		2023-09-14 14:19:21.409524

    		2.8 ms

  





  

    		2023-09-14 15:19:23.402911

    		-0.7 ms

  





  

    		2023-09-14 16:19:26.064879

    		-5.1 ms

  





  

    		2023-09-14 17:19:27.527198

    		-2.2 ms

  





  

    		2023-09-14 18:19:28.9507

    		0.9 ms

  





  

    		2023-09-14 19:19:30.618981

    		-4.2 ms

  





  

    		2023-09-14 20:19:34.276916

    		0.1 ms

  





  

    		2023-09-14 21:19:36.45736

    		2.1 ms

  





  

    		2023-09-14 22:19:38.060882

    		-1.2 ms

  





  

    		2023-09-14 23:19:41.972484

    		2.2 ms

  





  

    		2023-09-15 00:19:43.589623

    		2.2 ms

  





  

    		2023-09-15 01:19:47.516384

    		2.1 ms

  





  

    		2023-09-15 02:19:48.961118

    		-1.3 ms

  





  

    		2023-09-15 03:19:50.822017

    		-1.0 ms

  





  

    		2023-09-15 04:19:52.781642

    		-0.8 ms

  





  

    		2023-09-15 05:19:54.500418

    		-0.6 ms

  





  

    		2023-09-15 06:19:58.709633

    		-0.2 ms

  





  

    		2023-09-15 07:20:00.499692

    		-1.8 ms

  





  

    		2023-09-15 08:20:02.054845

    		2.3 ms

  





  

    		2023-09-15 09:20:04.47721

    		5.2 ms

  





  

    		2023-09-15 10:20:06.30056

    		2.4 ms

  





  

    		2023-09-15 11:20:08.064724

    		2.4 ms

  





  

    		2023-09-15 12:20:10.885891

    		0.5 ms

  





  

    		2023-09-15 13:20:12.399672

    		3.2 ms

  





  

    		2023-09-15 14:20:14.613954

    		3.0 ms

  





  

    		2023-09-15 15:20:18.548543

    		3.3 ms

  





  

    		2023-09-15 16:20:20.02674

    		1.7 ms

  





  

    		2023-09-15 17:20:22.100769

    		1.4 ms

  





  

    		2023-09-15 18:20:24.38185

    		-1.3 ms

  





  

    		2023-09-15 19:20:27.250776

    		-1.0 ms

  





  

    		2023-09-15 20:20:29.080381

    		1.4 ms

  





  

    		2023-09-15 21:20:30.710658

    		-0.8 ms

  





  

    		2023-09-15 22:20:34.656618

    		-0.8 ms

  





  

    		2023-09-15 23:20:36.914925

    		-0.4 ms

  





  

    		2023-09-16 00:20:38.848928

    		1.6 ms

  





  

    		2023-09-16 01:20:40.826363

    		3.0 ms

  





  

    		2023-09-16 02:20:44.173149

    		2.4 ms

  





  

    		2023-09-16 03:20:45.758516

    		-1.5 ms

  





  

    		2023-09-16 04:20:47.280879

    		-0.4 ms

  





  

    		2023-09-16 05:20:48.801304

    		0.0 ms

  





  

    		2023-09-16 06:20:50.571377

    		-0.9 ms

  





  

    		2023-09-16 07:20:52.750813

    		-1.7 ms

  





  

    		2023-09-16 08:20:54.571135

    		-0.9 ms

  





  

    		2023-09-16 09:20:56.426384

    		-1.1 ms

  





  

    		2023-09-16 10:20:58.980524

    		1.6 ms

  





  

    		2023-09-16 11:21:00.490214

    		0.9 ms

  





  

    		2023-09-16 12:21:02.122616

    		2.8 ms

  





  

    		2023-09-16 13:21:04.749775

    		0.6 ms

  





  

    		2023-09-16 14:21:06.333632

    		-0.2 ms

  





  

    		2023-09-16 15:21:08.405692

    		1.8 ms

  





  

    		2023-09-16 16:21:11.205868

    		2.6 ms

  





  

    		2023-09-16 17:21:12.998571

    		0.6 ms

  





  

    		2023-09-16 18:21:15.10264

    		0.8 ms

  





  

    		2023-09-16 19:21:17.302804

    		4.8 ms

  





  

    		2023-09-16 20:21:20.267224

    		3.2 ms

  





  

    		2023-09-16 21:21:22.87887

    		3.5 ms

  





  

    		2023-09-16 22:21:24.645379

    		2.4 ms

  





  

    		2023-09-16 23:21:26.698071

    		5.4 ms

  





  

    		2023-09-17 00:21:28.59699

    		1.6 ms

  





  

    		2023-09-17 01:21:30.870138

    		3.2 ms

  





  

    		2023-09-17 02:21:34.836723

    		2.0 ms

  





  

    		2023-09-17 03:21:36.26417

    		-0.5 ms

  





  

    		2023-09-17 04:21:38.3707

    		2.0 ms

  





  

    		2023-09-17 05:21:39.964585

    		1.9 ms

  





  

    		2023-09-17 06:21:41.681618

    		2.1 ms

  





  

    		2023-09-17 07:21:43.998809

    		2.7 ms

  





  

    		2023-09-17 08:21:45.675424

    		2.4 ms

  





  

    		2023-09-17 09:21:47.243136

    		0.2 ms

  





  

    		2023-09-17 10:21:50.529392

    		2.7 ms

  





  

    		2023-09-17 11:21:52.501474

    		2.7 ms

  





  

    		2023-09-17 12:21:55.724041

    		0.6 ms

  





  

    		2023-09-17 13:21:57.42957

    		1.4 ms

  





  

    		2023-09-17 14:22:00.55181

    		2.1 ms

  





  

    		2023-09-17 15:22:02.131783

    		1.7 ms

  





  

    		2023-09-17 16:22:05.687602

    		-1.1 ms

  





  

    		2023-09-17 17:22:08.658516

    		-0.1 ms

  





  

    		2023-09-17 18:22:10.619164

    		5.7 ms

  





  

    		2023-09-17 19:22:14.876642

    		2.9 ms

  





  

    		2023-09-17 20:22:18.420059

    		1.2 ms

  





  

    		2023-09-17 21:22:21.356968

    		2.2 ms

  





  

    		2023-09-17 22:22:24.827251

    		1.0 ms

  





  

    		2023-09-17 23:22:26.85014

    		-2.2 ms

  





  

    		2023-09-18 00:22:28.473667

    		-1.5 ms

  





  

    		2023-09-18 01:22:30.761205

    		-2.2 ms

  





  

    		2023-09-18 02:22:32.420964

    		-1.2 ms

  





  

    		2023-09-18 03:22:34.160081

    		-3.1 ms

  





  

    		2023-09-18 04:22:36.405946

    		1.8 ms

  





  

    		2023-09-18 05:22:39.286945

    		1.5 ms

  





  

    		2023-09-18 06:22:40.960209

    		-1.3 ms

  





  

    		2023-09-18 07:22:42.88409

    		-4.1 ms

  





  

    		2023-09-18 08:22:45.424994

    		-3.1 ms

  





  

    		2023-09-18 09:22:46.854634

    		-1.0 ms

  





  

    		2023-09-18 10:22:48.68175

    		-1.2 ms

  





  

    		2023-09-18 11:22:50.426313

    		-1.5 ms

  





  

    		2023-09-18 12:22:52.538242

    		-0.9 ms

  





  

    		2023-09-18 13:22:54.479177

    		-2.2 ms

  





  

    		2023-09-18 14:22:56.256071

    		-1.6 ms

  





  

    		2023-09-18 15:22:57.967005

    		1.7 ms

  





  

    		2023-09-18 16:23:00.528155

    		0.9 ms

  





  

    		2023-09-18 17:23:03.487921

    		2.1 ms

  





  

    		2023-09-18 18:23:05.027127

    		2.9 ms

  





  

    		2023-09-18 19:23:07.554517

    		-0.3 ms

  





  

    		2023-09-18 20:23:09.597903

    		-2.2 ms

  





  

    		2023-09-18 21:23:11.733802

    		0.9 ms

  





  

    		2023-09-18 22:23:13.372877

    		1.3 ms

  





  

    		2023-09-18 23:23:15.868859

    		2.0 ms

  





  

    		2023-09-19 00:23:17.570971

    		2.1 ms

  





  

    		2023-09-19 01:23:19.360373

    		2.0 ms

  





  

    		2023-09-19 02:23:22.942383

    		0.2 ms

  





  

    		2023-09-19 03:23:24.611914

    		0.9 ms

  





  

    		2023-09-19 04:23:27.124575

    		-0.4 ms

  





  

    		2023-09-19 05:23:29.861272

    		2.2 ms

  





  

    		2023-09-19 06:23:32.305707

    		5.5 ms

  





  

    		2023-09-19 07:23:34.442402

    		5.7 ms

  





  

    		2023-09-19 08:23:36.086834

    		0.5 ms

  





  

    		2023-09-19 09:23:37.863182

    		2.1 ms

  





  

    		2023-09-19 10:23:39.503575

    		2.3 ms

  





  

    		2023-09-19 11:23:41.655769

    		2.0 ms

  





  

    		2023-09-19 12:23:44.116474

    		1.5 ms

  





  

    		2023-09-19 13:23:46.873098

    		-0.4 ms

  





  

    		2023-09-19 14:23:49.06997

    		0.5 ms

  





  

    		2023-09-19 15:23:50.859099

    		2.1 ms

  





  

    		2023-09-19 16:23:52.417253

    		1.1 ms

  





  

    		2023-09-19 17:23:56.264627

    		2.9 ms

  





  

    		2023-09-19 18:23:59.814009

    		5.1 ms

  





  

    		2023-09-19 19:24:02.8804

    		-2.8 ms

  





  

    		2023-09-19 20:24:05.016522

    		-2.0 ms

  





  

    		2023-09-19 21:24:07.102051

    		-0.6 ms

  





  

    		2023-09-19 22:24:08.90718

    		-2.2 ms

  





  

    		2023-09-19 23:24:10.669532

    		-1.1 ms

  





  

    		2023-09-20 00:24:12.210605

    		0.0 ms

  





  

    		2023-09-20 01:24:16.208037

    		0.3 ms

  





  

    		2023-09-20 02:24:19.226544

    		4.2 ms

  





  

    		2023-09-20 03:24:22.478523

    		0.5 ms

  





  

    		2023-09-20 04:24:24.31119

    		1.4 ms

  





  

    		2023-09-20 05:24:27.112434

    		0.9 ms

  





  

    		2023-09-20 06:24:30.378377

    		0.6 ms

  





  

    		2023-09-20 07:24:33.359181

    		-1.5 ms

  





  

    		2023-09-20 08:24:35.00953

    		-7.6 ms

  





  

    		2023-09-20 09:24:36.630827

    		-2.7 ms

  





  

    		2023-09-20 10:24:38.855876

    		-0.1 ms

  





  

    		2023-09-20 11:24:40.552394

    		1.3 ms

  





  

    		2023-09-20 12:24:43.413183

    		4.2 ms

  





  

    		2023-09-20 13:24:46.021846

    		-0.2 ms

  





  

    		2023-09-20 14:24:47.90033

    		2.1 ms

  





  

    		2023-09-20 15:24:52.211634

    		0.1 ms

  





  

    		2023-09-20 16:24:55.048076

    		-0.7 ms

  





  

    		2023-09-20 17:24:58.70526

    		-2.2 ms

  





  

    		2023-09-20 18:25:02.323308

    		0.3 ms

  





  

    		2023-09-20 19:25:08.275969

    		-2.1 ms

  





  

    		2023-09-20 20:25:09.873173

    		0.7 ms

  





  

    		2023-09-20 21:25:13.0179

    		0.6 ms

  





  

    		2023-09-20 22:25:15.681556

    		1.2 ms

  





  

    		2023-09-20 23:25:17.921425

    		-0.8 ms

  





  

    		2023-09-21 00:25:19.584723

    		1.0 ms

  





  

    		2023-09-21 01:25:21.736107

    		-0.3 ms

  





  

    		2023-09-21 02:25:24.371611

    		-1.0 ms

  





  

    		2023-09-21 03:25:26.682855

    		-1.5 ms

  





  

    		2023-09-21 04:25:29.917179

    		-0.3 ms

  





  

    		2023-09-21 05:25:33.554809

    		-1.9 ms

  





  

    		2023-09-21 06:25:36.51206

    		-0.7 ms

  





  

    		2023-09-21 07:25:38.264113

    		-0.5 ms

  





  

    		2023-09-21 08:25:39.821689

    		-1.0 ms

  





  

    		2023-09-21 09:25:42.111081

    		1.0 ms

  





  

    		2023-09-21 10:25:43.893599

    		1.0 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-09-21 10:28:52.379 UTC

    		82.113.227.146

    		Will Roberts (WR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-09-21 10:29:13.867 UTC

    		82.113.227.146

    		Will Roberts (WR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-09-05 14:35:22 UTC.

  

  

    		2023-09-21 10:31:06.514 UTC

    		5.148.31.26

    		Lindy Morgan (LM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-09-21 10:31:55.567 UTC

    		5.148.31.26

    		Lindy Morgan (LM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-09-05 14:35:22 UTC.

  

  

    		2023-09-21 10:31:51.119 UTC

    		92.40.217.38

    		John Bruton (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-09-21 10:32:20.726 UTC

    		92.40.217.38

    		John Bruton (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-09-05 14:35:22 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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